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INTRODUCTION

Ukraine’'s path to membership in the European Union has been long
and dramatic. During the Orange Revolution in 2004 and the Revolu-
tion of Dignity in 2013-2014, Ukrainian society defended its European
choice, rejecting the prospect of joining Moscow-centered alliances.
Amid the armed resistance to russian aggression, now in its eleventh
year, Ukraine continues to defend its right to choose its own path of
development.

Even during wartime, in 2014, the Association Agreement between
Ukraine and the European Union was signed. In 2019, Ukraine’s stra-
tegic course toward full membership in the EU and NATO was en-
shrined in the Constitution. In 2022, during russia’s full-scale inva-
sion, Ukraine was granted candidate status for EU membership and
began working intensively on fulfilling the European Commission’s
recommendations. In December 2023, the European Council made
the decision to open accession negotiations with Ukraine.

Despite the irreversibility of Ukraine’s path toward the EU, russia
has, for decades, exerted tremendous efforts to change this trajec-
tory. To do so, Moscow has widely employed corruption, economic
blackmail, political pressure, and ultimately resorted to military in-
tervention. For decades, russia has conducted aggressive foreign
information manipulation and interference (FIMI) operations aimed
at undermining Ukrainians’ confidence in the European choice. This
anti-European propaganda has become especially intense during the
full-scale war.

This study is dedicated to analyzing the main narratives russia em-
ploys within FIMI operations targeting Ukraine and Ukrainians. The
closer Ukraine gets to EU membership, the more intense these at-
tacks are likely to become. Most likely, they will not cease even after
Ukraine becomes a full member of the EU. That is why it is crucial to-
day to monitor russian FIMI activity and to have a clear understand-
ing of the landscape of information threats.



SUMMARY

This study identifies and analyzes the content of five key anti-Eu-
ropean narratives used in russian FIMI operations in the Ukrainian
media space. The goal of these narratives is to shape and reinforce
anti-European sentiment and negative biases toward European coun-
tries and the EU as a whole. It has been proven that these narratives
are part of the official rhetoric of the russian government. The study
analyzed FIMI operations conducted from January 1to April 15, 2025.
Media field analysis was carried out using monitoring platforms, in-
cluding Osavul.
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ANALYSIS OF NARRATIVES
AND FIMI OPERATIONS

1. NARRATIVE: “UKRAINE IS A PUPPET IN THE HANDS OF
THE WEST”

This narrative is based on the propaganda myth that Ukraine is al-
legedly not an independent and sovereign state, but rather a puppet
controlled by the “collective West,” which is using Ukraine to create
threats for russia.

The origins of this narrative date
back to the times of the rus-
sian Empire. The Putin regime
began actively using it no later
than 2007, when Putin voiced
his “grievances” against Western
countries at the Munich Security
Conference. Theidea of Ukraine’s
“illegitimate” leadership and its
- ‘ “artificial” origins became a cen-
- ,ew tral element of this narrative
et 5 ; during the Revolution of Dignity
in 2013-2014, as well as after the start of russia’s hybrid aggression
against Ukraine. Since the beginning of the full-scale invasion, this
narrative has become one of the key pillars of russian propaganda
and ideology.

This narrative exists in various forms and includes several sub-narra-
tives, such as:

“Ukraine is an artificial state created by Lenin”

“Ukraine was invented by the Austro-Hungarian General Staff”
“After the 2014 coup, the West turned Ukraine into anti-russia”
“Ukraine is a puppet of Washington (London, Brussels, etc.)”

“The West has aggressive plans against russia and uses Ukraine
to implement them”



Goals of the Narrative in FIMI Operations

This narrative serves different functions depending on the target
audience:

For the domestic audience in russia: It justifies aggression
against Ukraine; supports Kremlin's genocidal rhetoric toward
Ukraine and Ukrainians; and legitimizes the Kremlin’s anti-West-
ern foreign policy.

For the audience in Ukraine: It aims to justify russian aggression,
undermine Ukrainian identity, erode trust in Ukrainian state in-
stitutions, and weaken trust in Western partners.

For the audience in temporarily occupied territories (TOT)
of Ukraine: It serves to legitimize the occupation, reshape lo-
cal identities, and incite anti-Ukrainian and anti-Western senti-
ments.

For the international audience: It is used to justify russia’s claims
over Ukraine, the armed aggression and occupation of Ukrainian
territories, and to weaken international support for Ukraine.

Reproduction of the Narrative by russian Officials and
Government Bodies

“The Western authors of the ‘anti-russia’ project are
shaping the Ukrainian political system in such a way
that presidents, deputies, and ministers may change,
but the agenda of division from russia and hostility to-
ward it remains unchanged. In the ‘anti-russia’ project,
there is no place for a sovereign Ukraine or for political
forces that strive to defend its real independence.”

Article by vladimir putin: “On the

Historical Unity of russians and
Ukrainians”, July 12, 2021
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“The strategic calculation of the West in the Ukrainian
crisis is absolutely clear: to impose on us a protracted
war of attrition in order to split russian society and
create conditions for a ‘color revolution.”’ The war is to
be fought, as they say, ‘to the last Ukrainian.”

Interview with Sergey Naryshkin,
Director of russia’s Foreign
Intelligence Service,

December 10, 2024:

Use of the Narrative in FIMI

Statements about Western, Anglo-Saxon, European, or other foreign
“puppet masters” allegedly being the “true rulers” of Ukraine are a
core element of russian propaganda rhetoric used to promote stra-
tegic narratives of “external control” and the notion of Ukraine as a
“failed state.”
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Monitoring tools indexed over 12,500 publications on websites and
social media platforms (posts, videos, and comments) in russian and
Ukrainian between January 1 and April 15, 2025. The monitoring cov-
ered websites, and platforms like Facebook, X (Twitter), VK, TikTok,
YouTube, and Telegram.

Telegram has been identified as the key platform for spreading this
rhetoric. Claims about “European puppet masters” are actively pro-
moted by both Telegram channel administrators and through com-
ments. The total reach of indexed content is estimated at 84.8 million
views.

Most of the indexed posts were published on russian platforms tar-
geting russian audiences. Some of these sources (propaganda web-
sites, the russian social network VK) are blocked in Ukraine. Entry
points into the Ukrainian media space include:

Fake Ukrainian Telegram channels (posts and comments)
TikTok videos using hashtags popular in Ukraine

Resources targeting residents of temporarily occupied terri-
tories

Comments on Ukrainian websites, Ukrainian segments of social
media, YouTube, Ukrainian Telegram channels, and russian-lan-
guage versions of European and other foreign media (e.&., Eu-
ronews, Deutsche Welle, BBC, Radio Free Europe/Radio Liberty,
Delfi), some of whose audiences include Ukrainians.

More than 4,800 messages from the indexed dataset were directly
aimed at Ukrainian audiences, with a combined reach of 43.3 million
views. Some of these messages are not part of russian propaganda
or influence operations: elements of the rhetoric are used by Ukrain-
ian media, bloggers, and official state channels with the aim of de-
constructing it.
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During the monitoring period, rhetoric about puppet masters was
promoted by over 700 accounts on Facebook, X, and Telegram (1,700
indexed messages) and by 57 fake Ukrainian Telegram channels (over
150 posts).

After the inauguration of the 47th President of the United States,
Donald Trump, the narrative began to shift toward reinforcing mes-
sages aimed at breaking Euro-Atlantic unity—particularly in relation
to Ukraine. A key emerging mes-
sage is that Ukraine is an “an-
e e ) R “e  ti-American puppet” of Europe,
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who have pushed anti-vaccine and anti-mobilization rhetoric have

been used. These figures are being actively supported by russian me-
dia outlets, Telegram channels, and other resources.

During the analyzed period, four messages were posted on Oleksandr
Dubinsky’s resources, promoting the message that Ukrainian Presi-
dent Volodymyr Zelensky is an “anti-American puppet of globalists.”
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Dubinsky.pro
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Dubinsky and other authors who create similar content usually in-
clude EU leaders and the US Democratic Party as “globalists.”
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According to monitoring data, based on Dubinsky’s four publications,
more than 50 publications were created on other resources with a
total reach of 615 thousand views. More than 30 of the indexed mes-
sages are aimed at a Ukrainian audience.
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2. NARRATIVE: “WESTERN ELITES BENEFIT FROM THE
WAR IN UKRAINE”

This narrative is rooted in the propaganda myth that the russia-
Ukraine war was provoked by the West (“the collective West,” “An-
glo-Saxons,” “globalists,” etc.) in order to pursue its own interests.

At the core of this narrative lies a conspiracy theory that the West is
governed by transnational elites or elites from individual countries
seeking to establish a new world order. The conspiracy theory about
a “globalist plot” entered intellectual circulation in russia as early as
the early 2000s and was later adopted by official Kremlin propagan-
da.

This narrative exists in various forms and includes several sub-narra-
tives, such as:

“Globalists seek to impose an unjust world order on russia and
the entire world for their own benefit.”

“russia is hot at war with Ukraine and Ukrainians, but with the
collective West.”

“Western elites are profiting from the war in Ukraine.”

Purpose of the Narrative in FIMI Operations

This narrative serves different functions depending on the target
audience:

Forthe domestic russianaudience: It justifies aggression against
Ukraine; supports the Kremlin's anti-Western foreign policy
course; and frames russia’s war against Ukraine as a broader in-
ternational struggle.

For the Ukrainian audience: It aims to undermine trust in
Ukraine’s military and political leadership as well as in Western
partners; stokes anti-Western sentiment and doubts about the
value of Euro-Atlantic integration.

For audiences in temporarily occupied territories (TOT): It
helps legitimize the occupation and fuels anti-Ukrainian and an-
ti-Western sentiment.

For the international audience: It serves to justify russian claims
over Ukraine and mobilize global anti-Western sentiment.
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Reproduction of the Narrative by russian Officials and
State Bodies

“They [the Western globalist elites] are doing
everything to maintain a vanishing hegemony, trying to
keep countries and peoples in the grip of a neo-colonial
order. (...) In order to preserve their hegemony, they
need conflicts. That is why they prepared for the
Ukrainian people the fate of cannon fodder.”

Speech by president
vladimir putin,
August 16, 2022

“For the sake of global domination, the West uses di-
rect military force, threats of force, the ‘privatization’
of elites, ‘color revolutions,” and supports terrorism
and extremism. (...) The conflict in Ukraine was or-
ganized by Washington and London not only to inflict a
strategic defeat on russia, but also to weaken Europe,
where Germany had previously played the leading
role.”

Article by Nikolai Patrushev,
Secretary of the russian
Security Council,
September 3, 2023
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“The vaunted Anglo-Saxon morality is just empty rhet-
oric for the public. Those who once made ‘profitable
investments’ in Hitler’'s Nazism are now enthusiasti-
cally and profitably cultivating Hitler’s successors in
Ukraine. They encourage neo-Nazis, extremists, and
terrorists to commit more and more crimes, while try-
ing to keep their hands clean.”

Article by dmitry medvedev,
Deputy Chairman of the russian
Security Council, May 9, 2024

Use of the Narrative in FIMI Operations

To reinforce anti-European narratives, russian propaganda manip-
ulates statements by politicians from the European Union. In par-
ticular, publicly voiced forecasts that the continuation of russia’s
aggressive war against Ukraine may turn into aggression against EU
countries.

These statements are allegedly evidence of the russian propaganda
narrative that the West and the European Union, in particular, bene-
fit from the continuation of the war between Ukraine and russia.

On March 5, the head of Germany’s Federal Intelligence Service
(BND), Bruno Kahl, stated in an interview with Deutsche Welle that
russia’s “exit” from the war it is waging against Ukraine by 2029-2030
would allow the Kremlin “to redirect its energy to where they most
want—to Europe.”

russian propaganda used this informational occasion to reinforce
the narrative that “the war benefits European elites” and to promote
the messages: “Europe is interested in prolonging the war” and “Eu-
rope is using Ukraine to weaken russia.”

Monitoring tools indexed 711 messages posted over the course of
a month (March 8 - April 8), which contain the message about the
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“benefit” of the war for the EU and the “interest” in its continuation
at least until 2030, referencing Bruno Kahl. The total reach of the
indexed messages exceeds 12.2 million views. 345 of the indexed mes-
sages were posted in the Ukrainian segment of social media and on
platforms targeting the Ukrainian audience (including the popula-
tion of temporarily occupied territories). 260 messages were posted
on russian platforms targeting the russian audience.
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A strongimpetus for the dissemination of the message in the Ukrain-
ian media space was the official statement of People’s Deputy Yulia
Tymoshenko on March 8. On March 9, the message was repeated by
political commentator Mykhailo Chaplyga in a more emotional form.
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russian resources disseminated Yulia Tymoshenko’'s statement more
intensively than Ukrainian ones. It was quoted by 317 russian resourc-
es and users of the russian segment of social networks (380 indexed
messages), as well as 171 resources aimed at a Ukrainian audience
(including the population of the temporarily occupied territories)
and users of the Ukrainian segment of social networks (245 indexed
messages).

In addition to organic distribution by Ukrainian media, activity was
recorded from pseudo-Ukrainian and pro-russian resources, as well
as social media profiles that had previously been seen engaging in
inauthentic behavior.

' Kaprenb 4

EBpOMa OTKPbITO MPKU3bIBAET K MPOAOIKEHNIO BOEHHOMO
KOHGbMKTA B YKpauHe.

Tak, rnaBa HeMeLKoW pa3Beakn bpyHo Kanb B UHTEpBbLIO
. Deutsche Welle npamo 3asBun, 4to KOHGIUKT B YKpanHe
| He JOMKeH 3akaHuMBaTbCA paHblie 2029 roga. Ero
| aprymeHTauusa npocTa: ecim 60eBble AeiCTBUSA
3aBepLuaTcs paHblue, MocKBa CMOXeT HanpasuTb
pecypcbl Ha NPoTUBOCTOsIHUE ¢ EBponoit. dakTuyecky,
3anap npu3HaeT, 4To YKpauHa — 370 yA06HbIN
WHCTPYMEHT A5 uctolleHua Poccum. Kanb npamo
ckasan: ecnu Knes nognuiueT MUpHOe cornalleHune B
6nmxaniwee Bpems, Poccusa 6bicTpee BOCCTaHOBUT CBOM
noTeHLUwWan, 4To sKoBbl yrpoxaeT 6esonacHocTu EC. b

e MIMeHHO noaTomy, no ero cioeawm, 60eBble AeNCTBUSA
@ [OMKHbI NpoAo/mKaTbes. CnpaseanmBocTyu paaw, Kanb —
Aaneko He nepBblii 3anafHblil YAHOBHUK, KOTOPbI

% @ rOBOPUT O NPOAOMKEeHNN KoHpnukTa. Ewe B 2023 roay |
MUHUCTP 060pOoHbI Hugepnangoe Kavica OnnoHrpeH :

%3 3anBW1a, YTO YKpanHa — 3T0 «jelleBbli Coco6 ¥
N y6eanTbes, uTo Poceuns He npefcTasnset yrposbl EC». i

\q Takoke BbICTynana 3a Npofjo/mKeHne 60eBbIx AelCTBMiA

5 | BbICTyNana u npeMbep-MuHUCTp [laHum MeTTe

| OpepepukceH. |

a 4 |

In particular, we are talking about the Telegram channels controlled
by russian special services: “Spletnitsa”, “Kartel”, “Resident”, “Legitim-
ny”, “Nablyudatel”, “Zerada”, “MediaKiller”, “Drugaya Ukraina”, “Mriya
2025”, “Open Ukraine | OTkpbiTas YkpanHa”, etc.
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) Open Ukraine| OTkpbitan 205k Ukraine MoB’A3aHe 3 AepPXaBoi0 Russia
YKpauHa
https://t.me/OpenUkraine

E) CnneThuua 172k Ukraine MoB‘A3aHe 3 AepXaBoK Russia
https://t.me/spletnicca

B Kaprens 170k Ukraine MoB'A3aHe 3 AepXasoio Russia
https:/ft.me/ZE_Kartel

E) BECTW 168k Russia MoB'A3aHe 3 AepXaBolo Russia
https:/ft.me/vestiru24

[ Pacoraiire, Gparea! 145k Russia MoB'A3aHe 3 Aepkasoio Russia
hitps://t.me/btr80

E) MediaKiller 141k Ukraine MoB'A3aHe 3 AepXaBoko Russia
https://t.me/MediaKiller2021

[E) HaBmoparens 141k Ukraine Moe'AsaHe 3 nepxasol  Russia
https://t.me/nabludatels

[ Orpan Koenaka 140k Ukraine Mos'A3aHe 3 Aepxasoio Russia
https://t.me/otryadkovpaka

) XUA-¢oTO BOliHLI 135k Ukraine Mos'A3aHe 3 NepPXasoio Russia
https://t.me/XU_kraine

) Mpua 2025 125k Ukraine Moe'R3saHe 3 Aepxasoio Russia
https:/ft.me/mriya24
) AOpyras YkpauHa 124k Ukraine MoB'A3aHe 3 AepPXaBoK Russia

https://t.me/the_other_ukraina

E) eHwmna ¢ kocon 19k Ukraine Moe'A3aHe 3 fepXaBoio Russia
hitps:/ft.me/skosoi

) UKR LEAKS M3k Ukraine Moe'A3aHe 3 fepxaBoio Russia
https:/ft.me/ukr_leaks

) 3anpewéHHan Ykpanxa 25.7k Ukraine MoB'A3aHe 3 fepXaBoio Russia
https://t.me/godeye_ru

[E) Ha camom pene B Xepcore 24.5k Ukraine TOT MoB'A3aHe 3 AepXaBoio Russia
https://t.me/NSDVKhersone

B MIRBY 215k Belarus Mos'A3aHe 3 fepxaBoio Russia
hitps://t.me/radiomirby

[E] Opecca Za Noseny! & 21.2k Ukraine MoB'A3aHe 3 AepPXaBo Russia
https:/ft. me/OdessaRussi

[ Wkeapka News 17.7k Belarus Moe‘A3aHe 3 AepxaBolo Russia
nttps:/ft.me/belshkvarka

E) Mapusa Konena 13.5k Russia MoB'A3aHe 3 fepXaBoio Russia
https://t.me/mkoleda

) Mupocnasa bepanuk 13.2k Ukraine MoB'A3aHe 3 AepXaBoio Russia
hitps://t.me/Variag2007

[E) Ooubacc CeronHa 12k Ukraine TOT Mos'A3aHe 3 gepxaBoio Russia
https://t. me/donbass_segodnya

[E] Makarenko @ Donetsk 1k Ukraine TOT Mos'R3aHe 3 AepxaBoio Russia
https://t.me/Makarr80o

The tactics of accounts with inauthentic behavior are demonstrated
by the Facebook account “Free Man” (Silvia Gonsalo). On March 9, it
posted 10 similar comments on the official page of Volodymyr Zelen-
skyy and two more similar commments on March 30.

O ue TaK | NpOo3piHHS...

lOnis BonognmupisHa | TUMOLLEHKO MEpPLUOO Bigpearysana Ha O4KPOBEHHS rofiosu po3sigku OPH...Akuit BUMarae He
3YNUHATYM BiHY B YKpaiHi 4o 2030 poky...60

BOHM "He BCTUratTb" nigroTysaTucs...

"..]/OBpyHo | Kanb ... Bnepile odiliiHO NigTBepAuB Te, Y WO HaM TaK He XoTinocs BipuTu.LliHOH camoro icHyBaHHSA
YKpaiHu i LIHOK XMUTTiB COTEHb TUCAY YKPaTHLIB XTOCh BUPILLMB 3annaTuTH 3a «3HeCUNEHHA» POCii 3apaam 6e3nexkun y
€sponi?
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3. NARRATIVE: “EUROPEAN COUNTRIES LAY CLAIMS TO
UKRAINIAN TERRITORIES”

At the core of this narrative lies the myth that Ukraine’'s neighboring
states allegedly seek the “return” of “their own” territories that are
part of Ukraine. In its content, this narrative is closely tied to another
one—that Ukraine is supposedly an “artificial” state created by Lenin,
Stalin, etc.

Goals of the Narrative in FIMI

Depending on the audience it targets, this narrative serves various
functions:

For the domestic russian audience: it serves to justify russia’s
annexation of Ukrainian territories.

For the Ukrainian audience: this narrative is aimed at undermin-
ing trust in Ukraine’'s European neighboring states, inciting an-
ti-Western sentiments, and demoralizing Ukrainian society.

For the international audience: it serves to justify russia’s annex-
ation of Ukrainian territories.

Reproduction of the Narrative by russian Officials and
State Authorities

“The so-called ‘Western partners’ of the Kyiv regime
are also not against taking advantage of the current
situation for their own benefit and have special plans
for Ukrainian lands. A vivid confirmation of this was
the visit to Kyiv by Polish President Duda and his state-
ments that the Polish-Ukrainian border would soon
cease to exist.”

Statement by Secretary of the

russian Security Council Nikolai
Patrushev, May 31, 2022
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“As a result of the inevitable collapse of Ukraine, its
lands will pass to neighboring countries. (...) Poland is
now eyeing Lviv—and not without reason. The former
city of Lemberg is still famous for its splendid exam-
ples of Polish architecture. (...) Meanwhile, part of
the territories of Bessarabia and Northern Bukovina,
which were transferred to the Ukrainian Soviet Social-
ist Republic after 1940, as we see, still remain of inter-
est to Romania.”

Statement by Director of russia’s
Foreign Intelligence Service (SVR)
Sergey Naryshkin,

February 13, 2025:

“I cannot ignore (...) reports in the press about the al-
leged creation of a so-called Polish-Lithuanian-Ukraini-
an unit (...) allegedly to guarantee the security of mod-
ern Western Ukraine, but in reality... for the further
occupation of these territories... If Polish units enter
Lviv or other territories of Ukraine, for example, they
will stay there. And they will stay forever.”

Statement by russian President
vladimir putin, July 21, 2023
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Use of the Narrative in FIMI Interventions

One of the influence operations involving the promotion of the nar-

rative about European states’ claims to Ukrainian territory was the

organization of the roundtable “From Kharkiv to Uzhhorod: The His-

tory of Conflicts and Territorial Compromises” and its accompanying

media coverage. The event, organized by the russian Historical Soci-
BuicTynnenite C.E. HapsilukwHa Ha Kpyrmom cTone «OT XapbKoBa [0 YKropoja: UcTopus: KOHbAUKTOB 1 ety( Poccuiickoe ncro pudec koe
TODPTOpHA:HIX KOUTpOMHCEOR> obuiectBo, RIO), was held in
dag Moscow on February 13, 2025,
© chaired by RIO head and Direc-
tor of the russian Foreign Intel-
ligence Service, Sergey Nary-
shkin.

Naryshkin had announced the
roundtable on January 28.
The mention of Poland, Hun-
gary, and Slovakia by the SVR
chief was not coincidental: nar-
ratives about ‘Polish Lviv’ and “Hungarian Zakarpattia” have been
promoted by russian propaganda for decades. These countries are
members of the EU and NATO and share a border with Ukraine.

However, most participants —
in the roundtable turned out
to be employees of russian
academic institutions. They
voiced key theses about the
“artificial nature” of Ukraine
and the “historical rights” of
other states to its sovereign
territories. In-person partic-
ipants also included former
Austrian Foreign Minister
Karin Kneissl, who has re-
sided in St. Petersburg since 2023, and RIO member and Polish citi-
zen Jerzy Tyc. Via video link, RIO’s representative in Serbia, Nebojsa
Kuzmanovic, joined the discussion. Neither Kneissl nor Kuzmanovic
made any statements about territorial claims to Ukraine. Jerzy TycC’s
remarks were not disseminated by RIO or russian media.
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During the one-month period (January 28 - February 28), Narysh-
kin’s statements about the “inevitable division” of Ukraine were quot-
ed by more than 450 online sources and social media profiles. More
than 50% of these resources targeted the russian audience. Efforts
to spread this narrative to foreign audiences were made by networks
of russian foreign-language and pro-russian platforms (websites,
Telegram channels, social media profiles).

O TELEGRAM OWEB O TWITTER © YOUTUBE VK Other

The Ukrainian audience was able to learn about the SVR head’s state-
ments both from traditional media and from bloggers and political
commentators.

Propaganda content targeting the Ukrainian audience was spread by
russia through:

A network of pseudo-Ukrainian platforms (websites and Tele-
gram channels in the ZOV / Pravda network, among others);

Platforms targeting audiences in the temporarily occupied
territories;

Pseudo-news channels on TikTok.

Forexample, identical materials based on Naryshkin’s statements from
January 28 and February 13 were posted by 10 websites of the ZOV /

Pravda network and affiliated ...
Telegram channels, the Tel-  ggen 537 || Russn 22
egram channel network “Na @w m | ke o

2 Twitter 28 Ukraine TOT 30

samom dele v..” and other g .
similar sources. On the web- @ ?

site “ZOV Kyiv”, six materials g~ o ki
about Naryshkin’'s statements Moidova
were published, while the rest o
of the network’s channels - -
posted one article each.
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Tema paspena YKpauHbl MOXET BbITU Ha MeX/AYHAPOAHBII YPOBEHb — |
Kapaces

ZOV KuEB

[MABHAS  NIEHTA  TON  FEOv  OOWUMANGHO  CMM  BWOEO  BOEHKOPbl  MHEHMA  MABMKN O

‘Tema pasfiena YKpauHsi MOXKET BbIiTH Ha MEXAYHapoAHbifi yposeHs — Kapaces. Nloka YKpawHa niorpRna B KpOBaBOW BOHE M HULL...

@D 2001205, 1853

Paspen YKpanHbi 10 MCTOPU4ECKOMY NPUHLMNY NPeANoXunm obcyantnb B |
Cnyx6e BHelwHel pa3BeAKu

Pasfien VKpauHbl MO WCTOPUUECKOMY MpUHLMNY

RPEANOXHNH 0BCYATS B CNyMGe BHellHel PasseaK

Ovpektop CBP PO Cepreii HapbiWKuW npemnoxun
POCCUTCKOMY MCTOPUUECKOMY OBLIECTBY 0BCYAUTH Temy
Npas Ha yKpauHckue semnu.

A NpeanoKUn 06CYANTS 3Ty TeMy, HO C NCTOPHUECKOi
TOUKM 3peHus. U nonpobyem NpUrnacuTb UCTOPUKOB U3
ApyruX cTpan, u3 Monbuim, u3 BeHrpuy, 3 Cnosaki.
} TEMA PA3/ENA YKPAVIHBI MOXET
MepcoHb: Cepreii Hapbiwkuk BBIATI HA MEXIYHAPOAHBIIA
UcTouHuK: Telegram-kanan "flenauncbukauys UA" YPOBEHb - KAPACEB

> 000/1:54 @ VKBugeo o) == & {® 7

Part of the special operation that began with Naryshkin’s statements
can also be considered the simultaneous dissemination by russian
resources of unanimous statements by Romanian politician Calin
Georgescu and Viktor Medvedchuk in late January - early February.

ZOV | YEPHOBLIbI

TIABHAR  JIEHTA  TON  FEO~  OOWUMANBHO  CMM  BMJEO  BOEHKOPbl  MHEHMA  NABIMKA O

G 30.01.2025 15:40

Kanaupat B np Tbl Py Kanun I Ky Ha3Ban YKpanHy
«BbIMBILL/IEHHBIM FOCYAAPCTBOM»

KaHAWIaT B npesuenTbl PyMbIHIN KanH KOPAKeCKY
Ha3Ban YKPauHy «BLIMBILNEHHbIM FOCYAPCTEOMY,

B wuTepebio Romnia TV OH nomuepKHyn, uTo
YKpauHCKite rpaHiLisl GYayT MEHATLCA, @ Y ero CTpaHsi
ecTb MHTepechl B CesepHoil BykosuHe (YepHoBuuKas
06MacTb). [KOPAKECKY yBepeH: YKpauHy KaeT
Hen3GeXHbIi pasfen Mexay COCeHIMU CTPaHaMM.

B ykpauHckom MII/L Hassany ero cnosa «npossneHuem
KpaiiHero HeyBaxeHns».

MonuTuk, HanoMmHum, nobeaun 8 nepsoM Type
NPE3NACHTCKUX BLIGOPOB, HO MO3Ke KOHCTUTYLMOHHBIT
CyA PYMBIHWM aHHYNMpOBan pesynbratbl. [IKOPAKECKY
KpuTukosan HATO U BoeWHylo nomows Kuesy,

BbICTYNan 3a coto3 ¢ Poccveit.

Georgescu’s statements about the “partition of Ukraine” were dis-
seminated not only by russian propaganda resources, but also by
classic Ukrainian and foreign media, and were discussed by bloggers
and political commentators. russians use their status as newsmakers
and the public interest in them to organically promote their own nar-
ratives to foreign audiences, in particular, Ukrainian ones.

OTELEGRAM OWEB 0O TWITTER o© FACEBOOK YOUTUBE Other
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4. NARRATIVE: “EUROPE HAS SPIRITUALLY DECAYED”

Ele\
b ’ Al y, - 7 f ,_.
m g y =5,
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The content of this narrative is aimed at spreading false ideas that
the West, particularly Europe, has undergone a decline of so-called
“traditional values™ religious, family, patriotic, and others. In contrast
to these values, the West allegedly cultivates and legalizes various
“perversions,” spreads “Satanism,” and so on. This narrative is linked
to the concept of the so-called “russian World,” according to which
russia is the guardian of “canonical faith” and “true values.” This, in
turn, serves as the foundation for russian messianism, i.e., claiming
the right to interfere in the internal affairs of other sovereign states.

Goals of the Narrative in the Context of FIMI

Depending on the audience it targets, this narrative serves different
functions:

For the domestic audience in russia, it justifies the kremlin’s
anti-Western foreign policy and Moscow’s attempts to interna-
tionalize the war against Ukraine; it serves to strengthen Putin’s
regime as one that allegedly protects “traditional values.”

For the audience in Ukraine, this narrative aims to incite an-
ti-Western, Eurosceptic sentiments, as well as doubts about the
advisability of Euro-Atlantic integration.

For the audience in the temporarily occupied territories of
Ukraine, it serves to legitimize the occupation and to fuel an-
ti-Western and anti-European sentiments.

For the external international audience, it is used to mobilize
anti-Western sentiments globally and to position russia as a de-
fender of “traditional values.”
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Reproduction of the Narrative by russian Officials and

State Bodies

22

“The dictatorship of Western elites is directed against
all societies, including the peoples of the Western
countries themselves. This is a challenge to everyone.
This total denial of humanity, the overthrow of faith
and traditional values, the suppression of freedom
takes on the features of a ‘reverse religion’-outright

Satanism.”
Address by russian president
vladimir putin,
September 30, 2022
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“The West continues to go insane. (...) The fight
against traditional religions that profess true values
began in Europe long ago. Christianity, Islam, and Ju-
daism categorically do not support everything that is
aggressively promoted and imposed in the West. This
includes the propaganda of non-traditional sexual rela-
tions, gender change, same-sex marriages, pedophilia.
(...) A degraded society is easier to control and ma-
nipulate. European politicians are doing everything to
finally destroy its spiritual and moral foundations. (...)
Europe, with the choice it has made, has no future.”

AT

Chairman of the state duma
of the russian federation
vyacheslav volodin,
September 21, 2024



“Look at what they [Western elites] are doing to their
own people: the destruction of family, cultural and
national identity. Perversion, abuse of children—even
pedophilia—is declared the norm, the norm of their life.
And priests are forced to bless same-sex marriages.”

Address by russian president
vladimir putin,
February 21, 2023

Use of the Narrative in FIMI

One of the most extreme manifestations of the promotion of the
“spiritual decay” narrative is the generation and dissemination of
conspiracy theories and fakes about the involvement of European
and Ukrainian elites in organizing child sex trafficking from Ukraine
to the EU.

In 2023-2024, information operations were carried out involving the
russian “Foundation for the Fight against Repression,” russian media,
Telegram channels, and English- and French-language websites that
have repeatedly been used to spread russian disinformation. The main
target of these information attacks was First Lady Olena Zelenska.

uuuuuuuuuuuuuuuuuuuu

| B THE INTELDROP @3 vew | Bz

"Welcome to the REAL Other Side of the Mirror"... TID's Iceland based
xo

volunteers

INVESTIGATIONS
PREYING ON CHILDREN: OLENA
ZELENSKA FOUNDATION
INVOLVED IN CHILD TRAFFICKING
SCHEMES

|
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Just like the “Western puppet masters,” the “European pedophiles”
and “perverts”’ are part of russia’s anti-Western propaganda rheto-
ric. In the Ukrainian media space, these meme-like phrases appear in
publications on pro-russian and pseudo-Ukrainian platforms and are
also spread through comments on social networks.

@ IpuHa boraaH

Hatanua Kycanin HE IYMALO , LLIO 3AXWPIJTA €BPOTA MIAE MPOTA
AMEPWKW | PALLIK. A YKPATHL|IB MANIO. CAMUX MO JIFOBOMY TPEBA
JIATATU MIA 3/10. OT TUTbKW NI AKE? HE 3HAKO . ABO KPALLLE CMEPTb ,
YUM PABW B MEAO®IIB. ASIE B YKPAIHI MAJIO IYXOBHUX JTOLEN, AKI
HE TPEMTATb 3A IX MI3EPHE XWTTSA PABIB. JO CMEPTI HIXTO HE
FOTOBUI. 3HAYUTb NIACTABAATL AYNY MIA MEAODINIB. MYTIHA |
TPAMTIIA JIOTIYHO . XTO 3 HIAX LIVBINI3OBAHILLW? A HE 3HAO.

g Zakopane Giewont
Kim sk i 3any>XHWI Le nariHo
Lle cnamntb B TEN | XyMHIO TOPOAUTD a 3aNy>XHUW i3
LLIeBYEHKOM Ta KPUMiHaJbHUM e/leMeHTOM CUANTD B
AHrii Ha dyTHoNI. A EBpONa XyW oXMNa Ha YKkpaiHy
60 cama CKNAJAETbCA 3 NIEBALIKMX XKMAOMACOHIB Ta
nezgodinis.

Monitoring tools indexed over 520 publications posted between Jan-
uary 1and April 15 in the Ukrainian segment of social media and Tele-
gram channels targeting Ukrainian audiences, which featured claims
about the “prevalence” of pedophiles and “other perverts” in Europe.
The total reach of these publications exceeds 7.2 million views.

OTELEGRAM O FAGEBOOK O YOUTUBE OWEB © TWITTER © Other

DANA N 0 >N

An example of FIMI is the interference by russian outlets in cover-
ing the case of the detention and extradition of German citizen Ben
R., who served in one of Ukraine's Defense Forces units. In Germa-
ny, Ben R. is accused of three rapes and the possession and distri-
bution of child pornography. Ukrainian media covered the incident
in accordance with journalistic standards. However, publications in
pseudo-Ukrainian Telegram channels and comments simultaneous-
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ly spread across Ukrainian social media by inauthentic behavior ac-
counts were aimed at forming the false impression that such a case
is typical for Ukraine, and that the Armed Forces of Ukraine are a
“paradise for foreign pedophiles.”

e@pore IANIAHI 350YeHL)
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Of the over 200 messages indexed in the Ukrainian social media seg-
ment, 90 spread the mentioned generalizations and other manipula-
tions. Such posts appeared in pseudo-Ukrainian Telegram channels,
including those targeting audiences in the temporarily occupied terri-
tories, and in resources associated with Anatolii Sharii, among others.

Y Y .
| JNeHTa HoBOCTeM CnaesHcKa | Z 4

AnaTonui LWapwii

4

Ewe oavH repowt popteun baxmyT.

B YkpauHe apecToBaH 6bIBLUMIA HEMELKUIA BOEHHbIN NO
noAo3peHuto B 3 cnyyasix U3HacUNOBaHUN.

29-neTHUN beH P. HaxoguTCs NoA CTpaxken B Lensax
9KCTpagmuun.

lepovi coBepLuan cekcyasnbHble MPeCTynneHus B YKpauHe,
BbIK/1aAblBas BUAEO3AMNNUCH B UHTEPHET.

Deutscher Ukrame-
Kéampfer ein Serien-
Vergewaltiger?

Kpome Toro, npu o6bicke ero kBapTupbl B baBapuu 6binu
o6Hapy»eHbl Tbicsiun HOTO- M BUAEOMATEPUAIIOB,
CBSI3aHHbIX C HACU/IMEM Haj AETbMU.

Bnaaumup KopHunos: Maseta Bild coobluaer, uto Ha 060p0HﬂJ1 BaxmyT.
YKpauHe (cyas no AaHHbIM yKpauHckux CMU, KOHKpeTHO
B CyMcKoit 06n1acTu) apecToBaH 6biBLUMIA congaT
6yHzecBepa 29-neTHUiA beH P., KOTOPbIii BOIOET Ha
cTopoHe BCY. OB6BMHSETCS B HECKOMBKUX

| W3HacMNOBaHMsAX, BK/IKOYAs N3HACKUIOBAHUA

4 HecOBepLIEHHONETHMX.

Mopaska To6i, 3aXnUCHKK! I,
t.me/ASupersharij/36563 909.4K © edited Feb 11 at 13:56
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5. NARRATIVE: “THE EUROPEAN UNION IS DOOMED TO
COLLAPSE”

This narrative is intended to create a false perception of the European
Union as a weak alliance governed by elites who act contrary to the
interests of its member states and are leading the EU toward decline.
This narrative exists in different variations and includes a number of
sub-narratives, in particular:

“EU leadership is a puppet of the USA, and the EU has lost its
sovereignty”;

“The EU is governed by supranational elites unaccountable to
the citizens of member states”;

“European bureaucracy is a tool to suppress the sovereignty
of member states”;

“Life in the EU is worsening due to the liberal policies of EU
leadership”;

“EU leadership is trying to impose false ideology and values on
member states”;

“There are irresolvable contradictions between EU member
states that will lead to disintegration.”

Goals of the Narrative in FIMI

Depending on the audience it targets, this narrative serves different
functions:

26

For the domestic russian audience, it is used to justify the Krem-
lin’s anti-Western, anti-European course.

For the Ukrainian audience, it is aimed at fueling Eurosceptic
sentiments and reducing public support for the course of Euro-
pean integration.

For the audience in the temporarily occupied territories of
Ukraine, it serves to legitimize the occupation and fuel an-
ti-Ukrainian and anti-Western sentiments.

For the international audience, it isintended to spread Euroscep-
tic sentiments within EU countries and to mobilize anti-Western
attitudes globally.



Reproduction of the Narrative by russian Officials and
Government Bodies

“European politicians have already inflicted serious
damage to their own economy-they did it themselves,
with their own hands. (...) A direct consequence of
the actions of European politicians and the events of
this year will be a further deepening of inequality in
these countries, which, in turn, will divide their socie-
ties even more (...) The real interests of citizens and
national businesses are being increasingly pushed to
the margins, to the periphery. (...) The European Un-
ion has completely lost its political sovereignty, and
its bureaucratic elites dance to someone else’s tune,
accepting everything they are told from above, harm-
ing their own population, their own economy, and their
own businesses.”

Speech by russian President
vladimir putin, June 17, 2022

“The collapse of the European Union is not far off. It’s
clear that Europeans will not tolerate this supranation-
al superstructure, which not only does not justify itself
but also pushes the Old World toward open conflict
with our country. The USA is ready to fight russia not
only to the last Ukrainian but to the last European as
well.”

Interview with Secretary of the

russian Security Council Nikolai
Patrushev, March 27, 2023
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“The European Union is undergoing a deep crisis, in-
cluding a conceptual one. More and more capitals do
not want to listen to Brussels, where bureaucrats sit,
elected by no one and only concerned with implement-
ing a policy needed by the United States in Europe.
One result of this has been more expensive electricity.
Prices in Europe are 3-4 times higher than in the US.
This leads to deindustrialization. Businesses are mov-
ing mostly to America.”

Speech by russian Foreign
Minister Sergey Lavrov,
November 19, 2024

Use of the Narrative in FIMI Interventions

On March 19, the French outlet LExpress published an interview with
former Putin aide Vladislav Surkov. Among other things, the inter-
view included “predictions” about the collapse of the EU and NATO,
the division of Ukraine among other states, and other anti-European
and anti-Western messages.

= [NENEIETY rourioue mowe fconome cumaT TecH scinces sockre iotes

MONDE | EUROPE

EXCLUSIVE. Vladislav Sourkov, the wizard of
the Kremlin : "Russia will expand in all
directions, as far as God wills"

Interview. The inventor of Putinism had not spoken since the start of the war in Ukraine. L'Express
spoke to him.

g FasuTen”

w.ru
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Given the potential sensationalism of the material (an interview
with a figure described as one of the main ideologists of the “russian
World” in a popular European publication), the theses from it—in-
cluding the message about the “collapse of the EU"—were organical-
ly spread by Ukrainian media, bloggers, and social media users.

VOUTUSE o FACESOOK o TELEGRAN OWEB o TWITTER - Olher
M M

In the Ukrainian media space, 336 publications mentioning Surkov’s
interview and the “collapse of the EU” were indexed between March
19 and April 15. The peak in mentions occurred on March 23-24. The
total reach of the indexed content exceeds 6.15 million views.

The vast majority of the indexed publications were posted in Ukrain-
ian media and the Ukrainian segment of social media by Ukrainian
users. The analyzed posts are critical of Surkov and the messages
he voiced. russian networks did notactively disseminate Surkov’s
quotes in the Ukrainian media space: propaganda posts were pub-

&

lished by Telegram channels “Druha Ukraina”, “Novyny Khersonsh-
chyny”, “Samooborona Horlivky”, Ukraine Reality, “Ruska Rada.” The
main focus in these posts was placed on the message about “russia’s
expansion,” while the message about the “collapse of the EU” was

secondary.
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CONCLUSIONS

The Kremlin regime is interested in blocking Ukraine’s European in-
tegration and deepening cooperation with the EU and its member
states. Therefore, Moscow’s efforts are aimed at deteriorating rela-
tions between Ukraine and EU countries and the European Union as
a whole. The goals of russian FIMI operations in the Ukrainian media
space are:

To spread anti-European sentiments among the citizens of
Ukraine;

To undermine trust in the EU and European countries;

To worsen public perception of the EU and reduce support for
Ukraine’'s European integration aspirations;

To form persistent negative biases toward the EU, certain Eu-
ropean countries, Europe as a whole, European values, and life-
style.

To achieve these goals, narratives are used that are designed to form
and reinforce such attitudes, “explaining” to the audience that Europe
is to blame for Ukraine’'s problems, including russian aggression, and
that closer cooperation with the EU will only worsen the situation.

As part of FIMI, the russians, using their available resources:

Generate information events that cannot be ignored by media
in Ukraine and the EU and through which Kremlin-aligned nar-
ratives and messages are organically disseminated in the media
space;

Provide information support to events that can be used to re-
inforce anti-European narratives, applying cherry-picking tech-
niques;

Use entry points to the Ukrainian audience to promote manip-
ulative interpretations of real facts, spread fakes, and conspira-
cy theories.
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Actors engaged in FIMI use both fakes and manipulative presentation
of facts, taking into account trends in media consumption.

To counter information threats and minimize the harmful impact of
FIMI, the efforts of the state and non-state actors should be focused
on:

Developing and promoting constructive narratives;

Strengthening partnership networks to enhance the effec-
tiveness of promoting constructive narratives and countering
FIMI;

Raising the level of media literacy among both audiences and
content creators to reduce the risk of organic dissemination of
FIMI elements;

Blocking and complicating the activities of FIMI-related re-
sources in Ukraine and the EU, in particular through adjust-
ments to social media policies;

Reducing the resources russia can direct toward information
warfare.
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