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. SUMMARY

Discrediting Ukraine’s leadership in the eyes of both Ukrainians and the
international community is one of Moscow’s primary objectives. Information
operations conducted by Russian intelligence agencies with this aim target not
only government officials, parliamentarians, and the President but also the First
Lady of Ukraine, Olena Zelenska.

The campaign to discredit Olena Zelenska was launched in the early days of the
full-scale invasion and continues to this day. The main themes of the information
operations against Olena Zelenska are corruption, crimes against children, and the
misuse of international aid, which align with the broader metanarratives of Russian
propaganda identified previously by the Center for Strategic Communications
and Information Security through its narrative analysis.

As indicated by narrative analysis and monitoring data obtained through the
artificial intelligence platform Osavul, which evaluates information and narrative
impact, most information operations targeting Olena Zelenska follow a typical
pattern. Typically, a fabricated story is introduced into the information space
through foreign sources (or sources posing as foreign), then synchronously
distributed through Russian propaganda networks, reaching both Ukrainian and
global audiences. The primary entry point for Russian propaganda targeting
Ukrainian audiences is the messaging app Telegram.

Overall, the information operations against Olena Zelenska are part of a
comprehensive effort by Russian intelligence agencies to discredit Ukraine in the
eyes of the West, notably as part of the Doppelganger operation. These efforts
also aim to create divisions within Western societies and increase tensions within
Ukraine. The informational attacks on the First Lady of Ukraine form a component
of Russia’s broader information warfare, necessitating appropriate responses and
countermeasures.
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https://detector.media/propahanda_vplyvy/article/231753/2024-09-05-operatsiya-doppelganger-dva-roky-antyukrainskoi-propagandy/

Il. KEY PROPAGANDA NARRATIVES

The attacks targeting Olena Zelenska are, in essence, variations of the broader
metanarratives of Russian propaganda, which are analyzed by the Center for
Strategic Communications and Information Security.

GENERAL THEMATIC
METANARRATIVE INVARIANCE
«There is rampant

corruptionin
Ukraine»

«Ukraine commits crimes
against children»

«Ukraine
is stealing

international aid»

Russian propaganda most aggressively employs themes of corruption and crimes
against children in its information operations. This choice can be explained by two
factors.

First, such severe accusations are likely to provoke the strongest negative reactions
from the target audience.

Second, Russian intelligence agencies consider the specific activities of Ukraine’s
First Lady.

Since the beginning of the full-scale war, the Olena Zelenska Foundation has actively
supported children, and Olena Zelenska herself has been advocating for aid to
Ukraine on the international stage.
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I1l. KEY INFORMATION OPERATIONS

1. METANARRATIVE«THEREISRAMPANT CORRUPTIONIN UKRAINE»

Through narrative analysis based on prior work by the Center for Strategic
CommunicationsandInformation Security,alongwith monitoringoftheinformation
space using the Al-based platform Osavul for assessing information and narrative
impact, we identified the key Russian information operations aimed at discrediting
Olena Zelenska from March 2022 to August 2024. The study reveals that the
primary target audiences for these operations were citizens of foreign countries.
However, we also identified a mechanism for disseminating disinformation to the
Ukrainian audience, as well as the main entry points used by Russian intelligence to
penetrate Ukraine's information space.

«ZELENSKYI'S MOTHER-IN-LAW OWNS APARTMENTS IN MOSCOW»

CONTENT OF THE DISINFORMATION ATTACK. In March 2022, Russian propagan-
da indirectly targeted Olena Zelenska by publishing a series of “exposé” articles
claiming that her mother, Olha Kiyashko, alleg-
edly owned two apartments in Moscow. In real-

ZERGULIO gm
384 671 subscribers

ity, propagandists had falsely labeled a Russian e

ZERGULIO g

woman with the same last name as “Zelensky’s
mother-in-law.”

SOURCE OF THE DISINFORMATION ATTACK.
The disinformation was likely spread on March
9, 2022, through the Telegram channel ZER-
GULIO, run by the “blogger” Serhiy Kolyasnikov.
Kolyasnikov disseminates Russian propaganda
narratives on various online platforms (Live-
Journal, YouTube) and has also collaborated
with the Russian state news agency «RIA Nov-

Komy BoiiHa:

Y ceMbU 3eneHcKoro o6HapyXmaack ovepegHas poccuiickast
HeABWXMNMOCTb, @ UMEHHO - /jBe KBapTVpbl B MockBe. OgHa B
paiioHe TylwuHo, Apyrasi Ha BapLuaBckoM Locce. U To v gpyroe -
XuUnbe 6usHec-knacca. MepBsasi 3an1caHa Ha Tellly 3e1eHCKoro -
Kusawko Onbry ButanbesHy. Bropas - Ha ero xeHy 3eeHcKyto

osti.» The fake story was immediately spread
by several pro-Russian media outlets, such as
«Tsargrad,» as well as a network of pro-Russian
Telegram channels.

SPREADING CHANNELS. According to moni-

EneHy BnaguMvpoBHy. U ecnu Tellja cTana co6CTBEHHVIKOM ellie B
2007 rogy, To eHa, cyaa no Beinucke 13 EFPH, opopmuna
CO6CTBEHHOCTBL B iHBape 2019-ro, TO ecTb yXe nocne Bcem
V3BECTHBIX CObbITUI B KpbiMy 11 [loH6acce 1 3a 4 MecsiLa Ao Toro,
KaK ee MyX CTas npe3naeHToM. Mo 3aKoHy 3eNeHCKNi AomKeH
6b1/1 33/,eKNapVPOBATh 3Ty HEABUXMMOCTb, OZHAKO He cAenan 3To
HV BO BpeMsi MPe3n/AeHTCKO KamnaHum, Hu nocne. Ceitvac obe

He/BIKMMOCTL CeMbl 3eneHcknx - 130 MeTpoBbI NeHTXayc B
Kpeimy, 15-Tv KoMHaTHas suania B Vtanmm 1 10 roCTUHNYHBIX

toring data, between March 9, 2022, and March
23, 2022, the disinformation was spread by 44
sources, 19 of which were identified as state-af-
filiated (Russian Federation), and 17 were iden-
tified as distributors of disinformation. Of these, 24 had previously been involved in
other information operations, according to data from the Osavul platform.

HOMepoB B 'py3nu. V13BeCTHO, UTO KPOMe 3TOTOo y 3e/1eHCKOro ecTh

?

|

ﬁ KBapTUPbI CAAIOTCS B apeHAy, Kak CAAeTCs 1 Apyrast

I /oM 353 MeTpa, 4 KBapTUpbl B Knese obLueii niolageto 6onee

Screenshot from
telegram-channel ZERGULIO
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https://t.me/SergeyKolyasnikov/25139
https://t.me/SergeyKolyasnikov/25139
https://zergulio.livejournal.com/
https://zergulio.livejournal.com/
https://www.youtube.com/@Zergulius/videos
https://tsargrad.tv/news/zapasnoj-ajerodrom-rassledovateli-obnaruzhili-u-semi-zelenskogo-nedvizhimost-v-moskve_508645
https://t.me/SergeyKolyasnikov
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The primary source of spreading the fake story were Russian Telegram channels
(including those mimicking Ukrainian ones), targeting both Russian and Ukrainian
(including temporarily occupied territories) audiences.

AHani3 gxepen x

[xepena 3micT
Ycboro pxepen: 5

xepeno AypvTopis KpaiHa noxopyxeHHsA AdininosaHicTb AdiniiosaHa KpaiHa [Loka3s agininosaH

) Weitx Tamup 447k Ukraine
https://t.me/sheyhtamir1974

E) YkpauHa.py 440k Ukraine Mos'A3aHe 3 aepxasoto Russia rusnya.cc
https://t.me/ukralna_ru

) NpuZpak Hoeopoccuu 192k Ukraine MoB'A3aHe 3 aepxasolo Russia Detector Media
https://t.me/ghost_of_novor...

) Noxmarbiit Z Hukonaes, Cepreii... 33.1k Ukraine MNos'AzaHe 3 AepXaBoo Russia Detector Media
https://t.me/LOHMATIY

) Buranuit Bakosel - Monecckuii... 2.97k Ukraine
https://t.me/pripyatpartizan

This fake story was reintroduced in November 2022. The source of the re-injection
was Telegram channels (like «Pervy Kharkovskyi» «Ukropsky Fresh» and «Otryad
Kovpaka» etc.) which are part of a network of Russian propaganda Telegram
channels.
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https://t.me/Kharkov_Perviy/22456
https://t.me/dillfrash/10830
https://t.me/otryadkovpaka/14412
https://t.me/otryadkovpaka/14412

“THE ZELENSKY FAMILY BOUGHT A $5 MILLION VILLA IN EGYPT”

CONTENT OF THE DISINFORMATION ATTACK. In late August to September 2023,
Russian propaganda spread a fake story claiming that the Zelensky family had pur-
chased a S5 million villa in the Egyptian city of El Gouna, near the estate of actress

Angelina Jolie.

SOURCE OF THE DISINFORMATION ATTACK. The disinformation was spread
through the Nigerian online publication PUNCH, allegedly on behalf of so-called

¥y @ 6 om

dely Read Newspaper

e

Luxurious Villa owned by Ukrainian President
Volodymyr Zelenskyy’s Family Discovered On Egyptian
Coast
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Egyptian investigative journalist, Mo-
hamed Al-Alawi. According to the fake
«documents» published, Olena Zelens-
ka's mother, Olha Kiyashko, was suppos-
edly the owner of the property.

SPREADING CHANNELS. In the Rus-
sian-speaking segment of the internet,
the disinformation was spread by 49
sources between August 27-29, with 13
identified as state-affiliated (Russian
Federation) and 13 as distributors of
disinformation. According to data from
the Osavul platform, 30 of these sourc-
es had been involved in other informa-
tion operations previously.
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The fake story was most widely spread to the Ukrainian audience through the
Telegram messenger app, via channels mimicking Ukrainian ones, but which are
actually part of a network of propaganda Telegram channels created by Russia.
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https://web.archive.org/web/20230823140543/https://punchng.com/luxurious-villa-owned-by-ukrainian-president-volodymyr-zelenskyys-family-discovered-on-egyptian-coast/

“ZELENSKA SPENT $1.1 MILLION ON CARTIER JEWELRY”

CONTENT OF THE DISINFORMATION ATTACK. In early October 2023, Russian
propaganda spread a fake story claiming that Olena Zelenska, during her official visit
to the United States (on September 22), spent $1.1 million on Cartier jewelry in New
York. According to the story, this information came from a former Cartier boutique

employee, who was allegedly fired the
day after a conflict with Olena Zelens-
ka. The employee supposedly revealed
the details of the incident and posted
photos of receipts for the mentioned
sum on Instagram, claiming they were
paid by Ukraine’s First Lady.

SOURCE OF THE DISINFORMATION
ATTACK. The disinformation was
spread through the Nigerian publi-
cation “The Nation”. The Instagram
page, where the fake testimony from
the “former Cartier boutique em-
ployee” was posted, was created a few
days before the attack. The individual
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o Cartier jewelry, gets sales employee
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Screenshot from The Nation website
https://thenationonlineng.net/

in question turned out to be a student from St. Petersburs.

SPREADING CHANNELS. In September and October 2023, the fake story was most
actively spread to the Ukrainian audience through websites and Telegram channels
that mimicked both Russian and Ukrainian sources.

TOM OXEPEN 3A KINbKICTHO NOBIAOMNEHD
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) Bunrapus Z s Bulgaria Z 3.89k Bulgaria 4
£ news-kiev.ru 6.97k Ukraine 2
2] "Deutsche Welle" py 36.9M Germany 1
(2] YkpawHa.py 3.2M Russia 1
g Vesti.bg 5.94M Bulgaria 1
) tsargrad.tv 49M Russia 1
) Ba6a Sira npotus 26.2k Russia 1
KanycTuH AHgpei 0 Ukraine 1
(2] topnews.ru 3.42M Russia 1
a XapbKoB4yaHouka Za MNMpaeagy 4.05k Ukraine 1
E) "THE NAKED TRUTH" 1.07k Bulgaria 1
] spektrnews.in.ua 53.8k Ukraine 1
B} ®Cré6 [o ckpbiTom] 4.77k Russia 1
Al HE XO4Y B TAMOXXEHHbI COI03 2.4k Ukraine 1
) Bulgarian Military Union "Vasil Levski" 149k Bulgaria 1
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https://thenationonlineng.net/olena-zelenska-spends-1100000-on-cartier-jewelry-gets-sales-employee-fired/
https://voxukraine.org/fejk-olena-zelenska-vytratyla-11-mln-na-dorogotsinni-prykrasy-yuvelirnogo-domu-cartier-u-ssha

Of the 22 sources, 2 were identified as state-affiliated (Russian Federation), and 2
as disinformation disseminators. 8 of them, according to the Osavul platform, were
previously involved in other information operations.
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“THE ZELENSKY FAMILY BOUGHT GOEBBELS’ VILLA”

CONTENT OF THE DISINFORMATION ATTACK. In December 2023, Russian prop-
aganda spread a fake story claiming that the Zelensky family had purchased a vil-
la in Germany that once belonged to Joseph Goeb-
bels. The real estate purchase was allegedly made
through a company called Film Heritage Inc., which
supposedly belongs to Olena Zelenska.

TUESDAY, DECEMBER 26, 2023 ise WithUs  AboutUs ContactUs ~ Sitemap.

Home News =  Entertainment =  Politics =  Sports =  Business =  World =  iSaturday =

Bizarre Purchase: Joseph Goebbels B g ;pcE OF THE DISINFORMATION ATTACK. The
Villa Purchased By Ukraine’s

disinformation originated from a statement by an
alleged former employee of the consulting firm
BIM, named Sabina Mels, published on her YouTube
channel and Twitter account. This statement was
widely distributed by several websites, including
The Intel Drop, the Nigerian publication Indepen-
dent, and other outlets..

SPREADING CHANNELS. In the Russian-speaking
segment of the internet, from late December 2023
to the first days of January 2024, the fake story was
most actively spread through Russian propaganda
Telegram channels, including those mimicking Ukrainian ones. Of the 22 sources,
8 were identified as state-affiliated (Russian Federation), and 18 as distributors of
disinformation. According to data from the Osavul platform, 24 of these sources
had previously been involved in other information operations.

Screenshot from Independent
website
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https://www.youtube.com/watch?v=6Cu0IW47UzM
https://x.com/sab_mels/status/1739334205199237330
https://www.theinteldrop.org/2023/12/27/8-million-euro-deal-zelensky-purchases-the-infamous-bogensee-villa-previously-owned-by-joseph-goebbels/
https://archive.ph/AwvPY#selection-53.19-55.93
https://archive.ph/AwvPY#selection-53.19-55.93

«ZELENSKA PURCHASED ABUGATTI TOURBILLON FOR€4.5 MILLION»

CONTENT OF THE DISINFORMATION ATTACK. In July 2024, Russia propagated a
false claim that Olena Zelenska allegedly bought a luxury Bugatti Tourbillon for €4.5
million in Paris. The exclusive car presentation supposedly took place during Pres-
ident Volodymyr Zelensky’s official visit
to Parisin June 2024, coinciding with the
car’s debut showcase.

SOURCE OF THE DISINFORMATION

ATTACK. The false story originated on

the fake website Verite Cachee France,

PRERGR e SR g which presents itself as a French online

() publication. The article cited a fabricat-

ed «employee of the Bugatti showroom,»

Screenshot from Verite Cachee website Jacques Bertin, who allegedly made a

video statement (actually a deep fake)

on Instagram, including a falsified purchase receipt purportedly paid by Olena
Zelenska.

SPREADING CHANNELS. Between June 30 and July 7,2024, this disinformation was
heavily spread to Russian and Ukrainian audiences through Telegram, social media
platforms (X (Twitter), Facebook), and various websites from Russia or those mim-
icking Ukrainian sources. Among the 417 sources identified, 22 were classified as
inauthentic, 35 as state-affiliated (Russia), and 57 as disinformation distributors.
According to the Osavul platform, 70 of these had been involved in previous infor-
mation operations.

Verite Cachee France

Olena Zelenska est devenue la premicre

NNATOOPMK

Telegram 296
3 Twitter a7
E) web 39
B Facebook 28
8 vk 5
TikTok 2
KPATHW
Russia 23
Ukraine 40
Ukraine TOT 15
Belarus 9
Bulgaria 5
Armenia 3
France 2
Latvia 2
Germany 2
Kazakhstan 1
IHwWwi +2
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https://veritecachee.fr/2024/07/01/olena-zelenska-est-devenue-la-premiere-proprietaire-de-la-toute-nouvelle-bugatti-turbillon/

Among the 417 sources identified, 22 were classified as inauthentic, 35 as state-
affiliated (Russia), and 57 as disinformation distributors. According to the Osavul
platform, 70 of these had been involved in previous information operations.
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«THE ZELENSKY FAMILY BOUGHT STING’S VILLA FOR $75 MILLION»

CONTENT OF THE DISINFORMATION ATTACK. In August 2024, Russian prop-
aganda circulated a story claiming that the Zelensky family had purchased sing-
er Sting's estate, Tenuta il Palagio, in Italy for €75 million. The alleged transaction
was reportedly completed through the

. -*DATABASE
company San Tommaso S.R.L., with Ole- = «7is
na Zelenska as the ultimate beneficiary. TN et

According to the disinformation, the KEEEEENEES
acquisition occurred on June 28, two
weeks after President Zelensky’s visit to
the G7 summit in Italy.

SOURCE OF THE DISINFORMATION
ATTACK. The story first appeared on
August 5th on Database Italia, a website
known for spreading disinformation and
Russian propaganda in Italy. The site's

La Rock Star Sting vende la sua tenuta vinicola a Zelenskyj

edito r‘, Lu Ca La Bel Ia, COI |abor‘ates With BY: LUCALABELLA / ON: AGOST05,2024 / IN: ATTUALITA / TAGGED: OLENA ZELENSKA, SAN TOMMASO SRL, STING, TENUTA IL

PALAGIO, ZELENSKY

Russian propaganda networks, includ-
v Y . Y Lex frontman dei “The Police”, Gordon Sumner, noto anche come Stings, ha recentemente venduto la sua tenuta vinicola
I ng t h e « FO u n d at I O n 'FO r‘ t h e Flg ht aga I n St toscana — Tenuta il Palagio — a Volodymyr Zelensky, Presidente dell'Ucraina. Si ritiene che il prezzo di vendita si aggiri

Repression,» established by Yevgeny "
Prigozhin. Screenshot from Database Italia webiste

SPREADING CHANNELS. In the Russian-speaking internet segment, the false story
was mainly disseminated via Telegram, Twitter, Facebook, and websites.
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Among the 915 identified sources, 91 were deemed inauthentic, 62 were state-
affiliated (Russia), and 103 were disinformation distributors. According to Osavul,
122 of these had participated in previous information operations.
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Kyrgyzstan i
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Russian state media, such as RT, Rossiyskaya Gazeta, Vechernyaya Moskva, and
state-affiliated outlets like Komsomolskaya Pravda, were among the primary
sources spreading the disinformation.

IDKEPEJIA MOB'A3AHI 3 AEP)KABOIO NOKNAAHIWE
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rt.com/business [epxaBHe Megja Russia
Komsomolskaya Pravda Mos's3aHe 3 gepxasoto Russia
"Mockosckuit Komcomoneu" Mos'AsaHe 3 gepxasoto Russia
Rossiiskaya Gazeta [epxasHe Megja Russia
@ vm.ru [epxasHe mepia Russia
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2. METANARRATIVE «UKRAINE COMMITS CRIMES AGAINST
CHILDREN»

«UKRAINIAN CHILDREN FOR FRENCH PEDOPHILES»

CONTENT OF THE DISINFORMATION ATTACK. In November 2023, Russian prop-
aganda spread a fabricated story ac-

cusing Olena Zelenska's Foundation
of involvement in child trafficking.
The story alleged that orphans from

IVESTIGATIONS
PREYING ON CHILDREN: OLENA

Ukraine were being sent to the West ' oRl. n 1 woiveo w oo maFricine

SCHEMES

under the guise of «rescue from war»
only to be delivered to “pedophile net-
works.” The claim even named French
philosopher  Bernard-Henri  Lévy,
known for his pro-Ukrainian stance, as
one of the «pedophiles» purportedly Screenshot from The Intel Drop website
receiving these children.

SOURCE OF THE DISINFORMATION ATTACK. The initial spread of this disinforma-
tion came from The Intel Drop, a site known for anti-Ukrainian propaganda masked
as «investigations.» The article featured testi-
i mony from an individual claiming to be a for-
2. | === merdriver for Zelenska’'s Foundation. In a video
e shared on the platform, this individual, whose
face was obscured, spoke in French. The false

Révélation choquante : la Fondation Olena

Zelariska s 616 implignée-dans Ie afic story was simultaneously published in French

d'enfants by NetAfrique, a website typically focused on
Zelenska purchasing Cartier jewelry.
Z) )E'\I x L4
seminated by 493 sources, including five iden-
According to the Osavul platform, 176 of these sources had previously engaged in

Posted on S FGYRLTR, 2028 by s -0 hews from Burkina Faso, but which had pre-

SPREADING CHANNELS. Between November

steenshot from NetA-f-‘piquerwebSite ~ tified as inauthentic, 73 state-affiliated (Rus-
other disinformation campaigns.

viously spreaded disinformation about Olena
5 and November 30, 2023, the story was dis-
sia), and 110 known disinformation spreaders.
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The disinformation was most widely disseminated on Telegram, X (Twitter), various
websites, and the Russian social network VKontakte. Geographically, most sources
were identified as Russian or originating from Russia and Ukraine (including
temporarily occupied territories).
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https://web.archive.org/web/20231109220235/https:/netafrique.net/revelation-choquante-la-fondation-olena-zelenska-a-ete-impliquee-dans-le-trafic-denfants/
https://edmo.eu/publications/the-pizzagate-of-zelenskys-wife-and-other-cross-border-hoaxes-that-use-women-and-children-to-delegitimize-ukraine/
https://www.theinteldrop.org/2023/11/05/preying-on-children-olena-zelenska-foundation-involved-in-child-trafficking-schemes
https://web.archive.org/web/20231109220235/https:/netafrique.net/revelation-choquante-la-fondation-olena-zelenska-a-ete-impliquee-dans-le-trafic-denfants/
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Among state-affiliated sources, leading Russian state media outlets such as RIA
Novosti, TASS, Ukraina.ru, and the state-affiliated Moskovsky Komsomolets played
prominent roles in amplifying the story.

[VKEPEJIA MOB'A3AHI 3 IEPKABOIO AOKNALHIWE |

Ycboro Axepen

73

3ATANIbHA AYOIUTOPIA: 267M

Mopaln aa kpalHoio aglnlawit
Russia 7
Belarus 2

Ton pxepen Nos's3aHUX 3 AepXaBolo

E RIA Novosti [epxasHe mepia Russia
! "MockoBckuit Komcomoneu" MoB'A3aHe 3 AepXaBoo Russia
@ tass.ru [epxasHe mMepia Russia
@ sB Belarus (BLR) [epxasHe meaia Belarus
ﬂ YkpauHa.py [epxasHe mepia Russia
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«UKRAINIAN CHILDREN FOR BRITISH PEDOPHILES»

CONTENT OF THE DISINFORMATION ATTACK. In June 2024, Russian propaganda
reignited a false story linking Olena Zelenska's Foundation to child trafficking. This
version claimed Ukrainian children were be-
ing transported to “European pedophiles,”
especially targeting “high-ranking pedo-
phile communities in London.” It alleged

HE= mescmam WA CTATSA  IADIONA  PACCTEJOBAWR  COWIETELCTBAPENPECCHA  [ETAGOHIA
®OHA BOPBb C PEMPECCHANY

MOXUTUTENM JETEN: ®OHJ, ENEHbI 3ENEHCKON OTHUMAET YKPAUHCKUX LIETEA Y
POOWTENE 1 NPOAAET UX BPUTAHCKUM NEJOGUIAM

Mpssossuinmmn Oona Gopelsi ¢ nonyon t h tt h t -Ff‘ k g o) t b '8 De-

eta——— ooy o oo o oAt o @ S st a IS TralTICKINGg operation began In be

gereii 8 sanagHele CTpabl. Y4anoch YCTaHOBHTL He TORbKO YKDAWHCKHe  eBPOMeiicKie OpraHu3aum, pHYacTHbE K v 9

oo et o 1 oo oYY oy o opcensoTe s s TenAEA cember 2022, followin g Olena Zelenska’s of-

Donp Gope6er ¢ BoIACHIT WMeHa sanapnbix " nesteneii,

CBA3EHHBIX C NEAOBHBCKIMY KDYraM¥, KOTOPbIE Y4aCTBYIOT B OPTaHHSaLNH NPECTYIHON Tpapdika AeTei. -Fi C i al ViSit t o .t h e U K Wit h H u g h G rosvenor
9 9

the 7th Duke of Westminster, named as a
supposed British “patron” of the child traf-
ficking network.

SOURCE OF THE DISINFORMATION
ATTACK. The story originated from a so-
called «investigation» (in english) by the
Foundation for the Fight against Repression, established in March 2021 by Yevgeny
Prigozhin. This website routinely publishes anti-Ukrainian and anti-Western disin-
formation disguised as “investigations.” The article was simultaneously posted on
Rupor News, under the authorship of Thomas Rdper, a German-born blogger who
has resided in Russia for 20 years and actively contributes to Russian propaganda
efforts.

In June 2024, 187 sources circulated this disinformation story, including two iden-
tified as inauthentic, 14 state-affiliated, and 35 as disinformation distributors. Ac-
cording to Osavul, 37 of these sources had previously participated in other infor-
mation operations.

OHEPENA MYBNIKALLI IEPEFNAAN PEAKLIT

i,

< 187 B o3 © 255k O 181k
HEABTEHTWYHI MNOB'A3AHI 3 AEPHABOKOD PO3MNOBCKAKYBAMI ,ElE3|HCDOPMAU,IT |H¢'DPMF\L|,||;’|H| OHEPP.LU.I.
2 14 35 37

The story spread most actively on X (Twitter), Telegram, and various websites. Most
sources were identified as Russian or accounts that mimic Ukrainian sources.

ANATGOPMM

B Twitter 85
Telegram 78
Web 18
Facebook 3
[ uc V4 3
KPAIHK

Russia 104
Ukraine 36
Ukraine TOT 23
Belarus 1
Canada 1
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https://fondfbr.ru/stati/zelenska-foundation-child-abuse/
https://fondfbr.ru/en/articles/zelenska-foundation-child-abuse-en/
https://fondfbr.ru/
https://rupor-news.ru/2024/06/08/pohititeli-detej-fond-eleny-zelenskoj-otnimaet-ukrainskih-detej-u-roditelej-i-prodaet-ih-britanskim-pedofilam/
https://fondfbr.ru/stati/zelenska-foundation-child-abuse/

Among state-affiliated sources were Russian state media, such as Ukraina.ru, and
other propaganda outlets and Telegram channels.

JDKEPENA MNOB'A3AHI 3 JEPXABOIO JLOKNAQHILLE
Ycboro gxepen

3ATANBHA AYOUTOPIA: 3.97M

Mopin 3a kpaihow apiniaull

Russia 14
Ton mepen NOB'A3aHHX 3 AePKABOK

YKkpaunHa.py HepxaeHe megia Russia
a ANNA-NEWS MoB'szaHe 3 gepXaBoko Russia
n onoc Moppopa Moe'asaHe 3 pepxasoto Russia
a MonutHaeuraTtop. HoBocTh M a... lMoe'AzaHe 3 gepxaBoo Russia
n [DHon6acc pewaet Moe'asaHe 3 pepxasoto Russia

«UKRAINIAN CHILDREN FOR AMERICAN PEDOPHILES»

CONTENT OF THE DISINFORMATION ATTACK. In .- ———
August 2024, Russian propaganda circulated a false  peneuewunmommouomnmeosm s
claim that Kamala Harris's associates, in collabora-

tion with the Olena Zelenska Foundation, were in-
volved in trafficking and sexually exploiting children
transported from Ukraine to the United States. The
disinformation alleges that this network serves the
«American liberal elite» and is supposedly overseen
by Tim Walz, the Democratic vice-presidential can-
didate. The narrative aligns with the U.S.-based QA-
non conspiracy theory, attempting to exploit exist- ,
ing American conspiracy tropes. Screenshot from the «Fund for

Combating Repression» website
SOURCE OF THE DISINFORMATION ATTACK.The
disinformation was framed as an «investigation» by
the Foundation for Combating Repression, an or-
ganization linked to Russian media networks creat-
ed by Yevgeny Prigozhin. The narrative cited «testi-
monies» from an unnamed «American investigative
Journalist» and an anonymous «trustee» of the Olena
Zelenska Foundation. A German-language version of
this disinformation was disseminated through Okv-
ev.de, a website in the Russian propaganda network ,
affiliated with Liana Kilinc, a known pro-Russian </ ,
propagandist of German descent. Screenshot from Okv-ev website
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http://okv-ev.de/
http://okv-ev.de/
https://okv-ev.de/impressum/
https://okv-ev.de/2024/08/24/das-umfeld-der-kamala-harris/
https://fondfbr.ru/stati/harris-walz-ukraine-kids/

In the Russian-speaking information space, this narrative was mainly shared
through Telegram and X (Twitter), though it did not gain substantial traction in
comparison to other disinformation campaigns.

LXKEPENA
< 8

%2 Nick NKVD E] 9 @ 3.75k = 107

Brorep: 2§ ZSLLIOK: Kamana Xappuc oTBeTCTBeHHa 3a 1eraansaumio
neaoduny & CLUA 1 MaccoByto ceKCyanibHyHo TOPFOB/IKO YKPaUHCKAMM POBMNOBCIOMKYBAHI [ESIHPOPMALLI IHOOPMALIVIHI OrEPALU

Aetomm!
1 1

@ /LeTeii BLIBOIAT M3 YKPaUHBI MHOCTPaHHbIE HAEMHUKY Yepe3

Americares n GpoHa XeHbl 3eneHckoro.

TOM AXEPEN 3A KINbKICTIO NOBIAOMNEHD

e Cossack

Harris is responsible for the legalisation of

Ukrainian kic Axepeno Ayautopia KpaiHa MosigomneHHs
e e g 8 rancrasmun 2
Maeen Manavos Z@V 1.03k Russia 1
Dot e M T i Pl estosiors £ Mupa o mupe 136k Russia 1
4 Nick NKVD 3.84k Russia 1
g @ Z e VIpUHA ot e 1.04k Russia 1
OVNOVOK 2.2k Russia 1
B ! FToBoput M |pm™® 70OV 10k Russia 1
Screenshot from X (TWitter‘) Anna CenuBaHoBa 1.95k Russia 1

3. METANARRATIVE «UKRAINE IS
STEALING INTERNATIONAL AID»

“VEHICLES FROM UAE”

CONTENT OF THE DISINFORMATION ATTACK.
In late January 2024, Russian propaganda circulated
a fake story claiming that the Olena Zelenska Foun-
dation deceived the UAE government by redirecting
50 ambulances intended for humanitarian purpos-
es to the Ukrainian Armed Forces (UAF). This was
supposedly done on January 30, coinciding with an
official announcement about the donation of these
ambulances from the UAE government to Ukrainian
medical workers.

SOURCE OF THE DISINFORMATION ATTACK. This
narrative was initially spread through the Telegram

YKPOTMCKUI ®PELL
P

B0/ 30He: Yipava nonyuina 23
ou" o1 OAS (dporo)

| ®oHp EneHbl 3eneHcKoli 06MaHy/ NpaBUTeNnLCTBO OA

YkpaviHckne CMU coobLuatoT, UTo GpoHZ NepBoli NeAn YKpavHbl

EneHbl 3eNeHCKoM 1 MUH3ApaB nepeAanit BOeHHbIM Megukam 50

| 3BaKyaLMOHHbIX aBTOMO6UNEN CKOPOT MOMOLLU.

O,D'HaKO eCTb HIAHC 3TV aBToMO6UAN nocTynuan Ha pramHy oT
npasuTesibCTBa OAB, KOTOpoOe nepegasano Ux NCKIYNTENbHO
ANS TPaXKAAHCKNX OPraHN3aLni.

Tak, Magxes 6vH Kamanb, AUPEKTOp Mo ryMaHUTapHoi
NOAAEPXKE 1 MOMOLLY YNPaBAeHUs MeXAYHAPOAHbIX OTHOLLEHWA
aAMVHCTPaLMK Npe3naeHTa OAD, 3asB/1S, UTO NAAHVPYeTCs N
AanbHelilas oTNpaBka ryMaHUTapHoOl NoMoLL, Heo6XoAVMast
MUPHBIM XUTENSIM YKPanHbI B 3UMHWI NepUOA.

BoT 1 nonyyaetcs "6MHro": mano Toro, 4to EneHa 3eneHckas ot
CBOEro VIMEHI PacropsiXaeTcs MeX/AyHapoAHON NOMOLLLIO, Tak
ellle 1 NepejjaeT ee Ha Hyx/bl BCY, XOTS UHOCTPaHHble
rocyAapcTBa Hanpassiiv ee Ha YKpauHy COBepLIEHHO Ha Apyrvie
uenu.

Screenshot from “Ukropsky
Fresh” telegram-channel

channel Ukrop Fresh, part of a known Russian propaganda network. Between Janu-
ary 30 and February 7, 2024, the story was circulated by 24 sources, primarily Rus-
sian Telegram channels, including some posing as Ukrainian. Among these, 6 were
identified as state-affiliated (Russia), and 10 as disinformation sources. 8 sources
had previously participated in disinformation campaigns according to the platform

Osavul.
% ;”;EPE“A B 26 ® 71K & 46K NNATGOPMK KPAIHW
MOB'A3AHI 3 AEPKABOIO PO3MOBGIOMXYBAYI AE3IHOOPMALLI IHOOPMALIVIHI OMEPALLT a Telegram 23 Russia 12
6 10 8 Facebook 1 Ukraine 6
Ukraine TOT 3
Belarus 2
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https://x.com/Andjela_Sipovac/status/1828043926852260301
https://www.president.gov.ua/news/fundaciya-oleni-zelenskoyi-ta-moz-peredali-medikam-50-evakua-88609
https://t.me/dillfrash/30960

“MISAPPROPRIATION OF POLISH FUNDS”

CONTENT OF THE DISINFORMATION ATTACK.
In December 2022, Russian propaganda promot-
ed a false narrative claiming that the initial capi-
Mo A2HHLIM MUHICTEPCTSa GUHaHCOR, NONAKIA He AOELUTaNC tal for the Olena Zelenska Foundation was sourced

| & resynerane oxsoamo Honanei utiancosolt nomou from funds «stolen» from Polish financial aid. The
O o e s e, oo ammnesn | disinformation further alleged that this financial
scandal caused tensions between Warsaw and

nNeaw HesanexHoM - E.3eneHckas oTkpbina $poHA «Olena Zelenska
Kyiv

Foundation» ¢ ycTaBHbIM kanuTanom nopsiaka 1,5 MaH. B

NoANTUYECKOM 3a KyNncbe Mexay YkpauHoli 1 MonbLueii

BCMNbIXHY/1 CKaHAa/l, UMEHHO No JaHHOMY BOMpocCy. B

npoTrBoAeiicTaIe NOZOGHOMY XaMCTBY NPaBUTENLCTBO A.JyAbl

HEOT/IOKHO MPUHSNO KOHTPMepsl, yTBepAVB B CeliMe nonpasky B

ot s e | SOURCE OF THE DISINFORMATION ATTACK.

CBﬂBaHHbIXCI‘IpeGbIBaHMeM Ha Tepputopun Monbwn. OAHBKD, He The 'Fake neWS WaS made ‘th r\ough ‘the Russian ‘te_
legram channel “Slovo naemnika”, which has re-
peatedly (1, 2, 3) participated in information op-

ALCS erations against Ukraine. In total, the fake news

was disseminated by 8 sources, 2 of which were

identified as state-affiliated (Russian Federation),

and 2 as disinformation disseminators. 5 of them,

CMOTpPSA Ha BHYTpUNoOAUTNYeCcKne npoTrneopeyns, Monbwa noa
% N3EH |
‘ \ |
: : | according to the Osavul platform, were previously

AaBneHunem apyrux uneHos EC og06puna okasaHvie NoMoLLm
» involved in other information operations.

C/I0BO HAEMHUKA
#aHaNNTNKa_oT_HaéMHMKa

MoLueHHVKN C BbICOKUMUN NOoKpoBUTENAMMU.

YKpauHe B pasmepe 18 Mapa.
Tak uTo y 3eN1eHCKOrO «AaX He Teue» U «APYXMHa NpU cnpasi».

Screenshot from “Slowo najemnika
telegram channel

[KEPENA MYEMIKALYT
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MNOB'A3AHI 3 AEPXABOIO PO3MNOBCIOIKYBAYI OE3IHPOPMALIT IHPOPMALIMHI OMEPALLI

2 2 5

The campaign was primarily conducted through Telegram, leveraging both Russian
and Belarusian propaganda channels.

Cneuudiuni rpynu

[LXKEPENA NMOB'A3AHI 3 OEPXABOKD LOKNAOHIWE
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Russia 2
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https://t.me/slowo_najemnika/1398

IV. CONCLUSIONS

An analysis of the primary Russian information operations aimed at discrediting
Olena Zelenska from 2022 to 2024 reveals several conclusions.

These operations largely follow the broader narratives of Russian propaganda.
By spreading fake stories about corruption and crimes against children, the ad-
versary seeks to provoke a strong negative emotional reaction in target audiences
both within and outside Ukraine.

The information attacks against Olena Zelenska follow a similar pattern. In most
cases, disinformation is introduced into the information space through foreign
publications (or ones that mimic foreign sources). This technique serves a dual
purpose: to obscure the evident Russian origin of the claims and to create an ap-
pearance of neutrality. However, the primary threat is not posed by the initial
sources (which are usually fringe), but by the spread of disinformation through
Russian propaganda networks that ensure it reaches the target audience.

To increase reach and draw additional attention, these fake stories often feature
well-known personalities (celebrities, foreign politicians, etc.). It is clear that Rus-
sian intelligence services are aiming for a short-term impact on the portion of the
audience that is unlikely to delve into the content of these fake messages, recogniz-
ing the baselessness of these fabricated accusations.

The repetitive and patterned nature of these information operations suggests
that Russian intelligence aims not so much to convince the audience of Olena Zelen-
ska’'s wrongdoing but to create a persistent negative information backdrop around
the First Lady of Ukraine.

The findings of this study confirm previous conclusions from the Center for
Strategic Communications and Information Security about the threat posed by
Telegram. In this case, Telegram serves as the main entry point for Russian propa-
ganda into Ukraine’s information space. The lack of systematic content moderation
on this platform, combined with its high use by Russian intelligence services, ena-
bles disinformation to reach Ukrainian audiences. This is further facilitated by the
absence of a language barrier.
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V. RECOMMENDATIONS

There is reason to believe that information operations against Olena Zelenska will
continue. Over the 2022-2024 period, these campaigns have taken on a consistent
narrative structure. Therefore, it is recommended to continue monitoring infor-
mation threats to identify new propaganda narratives and develop countermeas-
ures.

Based on the nature of this information campaign, the most effective method of
counteraction is the timely identification and prompt debunking of Russian propa-
ganda fakes, along with detecting information operations.

Given that most of these operations are aimed at both Ukrainian and foreign
audiences, it is advisable to increase collaboration with foreign fact-checkers and
institutions engaged in countering Russian disinformation.

Additionally, it is recommended to place particular emphasis on highlighting the
activities of the First Lady of Ukraine both in Ukrainian and international media, to
build a positive image and counteract the negative information influence.

19 HOW RUSSIA SPREADS LIES

ABOUT OLENA ZELENSKA




CENTRE FOR STRATEGIC
COMMUNICATION
AND INFORMATION
SECURITY



