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INTRODUCTION

According to the latest sociological studies, 89% of Ukrainian citizens consider cor-
ruption to be the most serious problem for the country, after the full-scale war.

The topic of corruption is a potential basis for Russian information and hybrid op-
erations because it is a sensitivity issue for Ukrainian society.

The purpose of the research is to identify and analyse informational threats ex-
ploiting the topic of corruption in Ukraine. The research, of the Centre for Strate-
gic Communications and Information Security, conducted together with the ana-
lytical team of the Osavul Company, should answer the following questions:

Does Russia really use the topic of corruption for information operations against
Ukraine? And if so, how exactly do these attacks occur?

What narratives does the aggressor country promote?

The research analysed more than 130,000 messages in Ukrainian segment of the
Internet and social networks between July 1and December 31, 2023.

As a result, 86 significant information incidents, with signs of an information oper-
ation, were identified.

Among the sources writing about corruption in Ukraine, 418 had previously been in-
volved in information operations, and 462 are directly affiliated with Russia. More-
over, 223 source-bots had been detected by the Osavul software.

Such a significant number of detected threats mean that there was a new attempt
to influence Ukrainian society using the topic of corruption, on average, once every
2 days.

7 key narratives that were unauthentically promoted in Ukrainian society were iden-
tified during the analysis. All these narratives are aimed at discrediting Ukraine as
a state, Ukrainian authorities, and society; as well as at strengthening destructive
processes within society.

That is why the Ukrainian public sector, media community, partners, and state au-
thorities need to understand in detail the narratives used in such attacks, and the
tactics carried out for such activities. The analysis, within the framework of the
research, is presented below and is available for familiarization by the public.
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METHODOLOGY

Within the framework of the research, more than 130,000 informational messages
(posts, articles, and comments) have been analysed on the following platforms:
Twitter/X, Telegram, Facebook, Youtube and websites, in the period from July 1 to
December 31, 2023.

The research was conducted exclusively in the Ukrainian information space and
concerns content that was published in both Ukrainian and Russian languages.

Any time when an inauthentic behaviour or a pro-Russian position has been detected,
it was checked whether Russian or other foreign sources wrote on this topic.

The analysis was carried out using the Osavul platform, specialized software based on
artificial intelligence, for analysing the information field and identifying information
threats.

The research methodology consists of 5 key steps.

Step 1: detection of messages in the Ukrainian information field related to the subject
of corruption.

As part of this research, 130,000+ messages were identified.
Step 2: identifying threatening incidents from all messages.

An incident is a group of messages on the same topic that promote a certain opinion
or similarly describe a single informational event. Incidents that had a minimum of 6
messages in their group have been used for this research.

86 incidents aimed at promoting the topic of corruption in Ukraine and containing
messages with elements of threatening tactics have been recorded.

Step 3: extracting the main narratives from the incidents.

A narrative isabroad idea orstory that consists of more than 10 messages and develops
in time.

Step 4: identifying of tactics and sources involved in incidents.

Theidentifyingofeachtacticwas performedbasedonopendataandusingtechnological
capabilities and expertise of Osavul platform analysts.

Step 5: systematizing conclusions, based on received incidents, narratives, tactics,
and procedures.

The first part of the research includes the key narratives with identified incidents
examples and metrics, related to their coverage. The number of metrics to analyse
depends on the platform, so metric data is approximate and have an acceptable error.

The second partofthe research includes the key tactics, usedintheincidents, to create
and promote them. Tactics include both methods of manipulation and mechanisms of
their distribution. There are also examples of the tactics used.

This research covers key narratives and incidents that had significant audience reach.
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KEY NARRATIVES

Based on 86 detected incidents, Osavul’'s analytical team formed 7 key narratives
related to the subject of corruption in Ukraine, which have been present in the
information field of Ukraine in the second half of 2023, containing threatening
tactics, and are affiliated with messages from the official Russian Federation
sources.

Zelenskyy is covering up the facts of corruption in Ukraine/Zelenskyy is connected
with corruption

25 incidents, 1445 messages, 15.3 million views, 342,600 reactions

Ukrainian authorities, especially President Volodymyr Zelenskyy, are connected
with corruption incidents. This narrative is aimed at promoting the “a fish rots
from the head down” thesis and direct or indirect incitement to forceful change of
state power.

One of the biggest incidents used to promote this narrative was the spread of the
idea that Volodymyr Zelenskyy legalized corruption in Ukraine by calling this crime
a “Russian narrative.” The incident received 2.27 million views and 44,600 reactions.

Ukraine is a completely corrupt country
22 incidents, 736 messages, 13.6 million views, 195,700 reactions

The essence of the narrative is to present Ukraine as a completely corrupt state
that is not worth supporting and not worth fighting for.

A typical example of this incident within this narrative is the distribution of photo/
video materials, where probably Ukrainians criticizing the government for total
corruption. This incident has 271 messages, 3.28 million views and 36,300 reactions
were received.

In the same vein, the results of the KMIS study have been distributed, according to
which 80% of Ukrainians consider Zelenskyy responsible for corruption.

Unlike other narratives, this narrative is not focused on compromising the
authorities, but rather presents Ukraine as a failed state.
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Ukraine will lose the war because of the corruption in the government; the West is
putting pressure on Ukraine because of this

18 incidents, 500 messages, 13.9 million views, 217,400 reactions

The narrative ideologically continues the narrative about the total corruption
in Ukraine and looks at the Russian-Ukrainian war through it. According to this
narrative, the corruption in law enforcement agencies and in the state as a whole
leads to failures on the battlefield, which worries Western partners. Often, the
Western media articles on the topic of corruption in Ukraine, distorted by Russian
propaganda, become the basis for these incidents attributed to this narrative.

For example, after Zelenskyy’s visit to the U.S., information spread that senators
had pressured Zelenskyy to provide a report on the use of U.S. funds, but Ukrainian
President cannot/does not want to do this because of corruption. This incident has
68 messages, received 2.06 million views, and received 38,700 reactions.

Ukraine is linked to Western elites by corruption ties
7 incidents, 556 messages, 9.7 million views, 167,800 reactions

At the heart of this narrative is the message that Ukraine is not an independent
state, but a Western colony that is used to commit crimes, make money and launder
money.

For example, one incident in this narrative tells that Olena Zelenska Foundation is
allegedly involved in child trafficking. And that the main “buyers” had to be from
Western countries. This incident has 173 messages, 1.09 million views, and received
30,400 reactions.

Calls to overthrow the state power due to its corruption
3 incidents, 46 messages, 889.6 thousand views, 16,800 reactions

This narrative is focused on creating an inextricable link between the Ukrainian
government and corruption. Any problems of the state are explained by the
corruption of Zelenskyy and his entourage, and corruption is considered their main
motivation.

The tool for spreading this narrative was an incident with a manipulative
interpretation of the thesis, expressed on the air of TV channel “Kanal 5” that, in
contrast to Zelenskyy, Ukraine needs a president like Zaluzhnyi, because he will
fight corruption.
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Elites profit from ordinary military personnel
5 incidents, 391 messages, 5 million views, 128,400 reactions

The narrative promotes the idea that it is the military personnel that suffers from
corruption.

Inthisvein, there was anincident of spreading messages, based on the statement of
the wife of a serviceman from the 77th brigade, where she talked about “exactions
in the army.” The material circulated on social networks; mostly under the heading
“you must pay to be alive.” In addition, it was often posted in the comments under
the posts of high-ranking officials and popular media. The incident received 359
messages, 4.47 million views and 96,700 reactions.

Ukraine resells Western weapons
4 incidents, 279 messages, 8.5 million views, 221,900 reactions

This narrative is aimed at showing that Ukraine’'s government corruption facilitates
the resale of weapons to third parties, mainly terrorist organizations such as
Hamas. It can be about Western weapons or about weapons in general.

For example, as part of this narrative, there is an incident about a confectioner in
Israel who baked a cake in the shape of a gallows on which Zelenskyy was hanged,
because the high level of Zelenskyy's government corruption caused Ukrainian
weapons to be transferred to Hamas and used against Jews.

Theincident that Hamas uses weapons from Ukraine, in particular, Ukrainian Soviet
stockpiles as well as weapons received from NATO countries, was also spread.
Moreover, it was also reported that former Ukrainian Armed Forces servicemen
have been fighting on the side of Hamas.

Together, these two incidents garnered 239 messages, 8.049 million views, and
received 204,200 reactions.
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BASIC TACTICS

1. Sources pretending to be Ukrainian
56 incidents

The most common tactic was the use of sources trying to mimic Ukrainian sourc-
es and operate in the Ukrainian information field. The affiliation of such sources
to Russia was determined based on the lists of the Defence Intelligence /Security
Service of Ukraine, as well as using the data of authoritative Ukrainian and interna-
tional organizations in this field.

Forexample,inanincident,that existed as part ofthe discussion,aboutthe complete
cash refusal in order to fight corruption, a number of Telegram channels simulta-
neously made the same reposts. In addition, these channels have almost identi-
cal subscriber numbers: https://t.me/ukr231/46394, https://t.me/sovet89/46401,

https://t.me/kiev41/46396 etc.
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2. Coordinated distribution of identical or similar posts and comments in social
networks

50 incidents

The distribution of this message is aimed at forming the illusion of support for cer-
tain statements in the reader, or at starting a discussion with an authentic user
in order to draw attention to the message. Coordinated inauthentic content dis-
tribution was observed both among comments and at the level of publications in
sources.

For example, in the case of the information dissemination that the Security Service
detains figures who criticize Zelenskyy for corruption, an almost identical text of
the message, authored by Telegram channel “Politika Strany,” was distributed with
elements of coordination through other channels, mimicking regional news sites in
particular.

The distribution of the same type of comments usually occurs on the pages of au-
thority representatives or Ukrainian media in order to increase the reach of the
audience. For example, a coordinated campaign to spread comments that Zelen-
skyy and the U.S. are making money from the military supplies stealing took place
under the posts of the Centre for Countering Disinformation, TSN, Hromadske,
etc. So, only within the framework of this incident were 11 accounts involved in pub-
lishing 19 messages.

The coordinating channels should be mentioned separately. The “Digital Army of
Russia” is an example. There were 11 tasks related to the direct cultivation of the
ideas of total corruption in Ukraine published on this channel over the course of six
months. In addition to the general text, each task contained comment templates in
different languages for distribution in Ukrainian sources.

The Osavul's analytical team has also detected two Telegram channel networks that
spread messages about corruption in Ukraine.

The highlighted red numbers, in the following graphs, show the amount of reposts
from the main channel network.
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Case 2.

There is a pool of channels that include: “Ukraine.ru”, «Pool N3» and “Malek
Dudakov”. This is a group of Russian-language channels, some of which have
previously appeared in research on disinformation and information attacks, and
are recognized as affiliated with Russian special services.

In this case, it is possible to notice not only the connections within the network, but
also the combination of networks among themselves.

10
Varjag2007

15

4 rus_demiurge
o SVOhronika 4

vzglyad.ru
The_rebirth_of_humanity

17
sharp33377

38

politopticon
25

nvreport

4—

malekdudakov russtrat
MaoniteringUA

/

1
dtlive

10

ruspanorama

ukraina_ru \

6
glavmedia

allratings. 5
5
t_bel
KilinkarovSpiridon aeronaut_|
5
OpenUkraine

34 4
sindika
angelika_VZ
29
dimsmimovi-;f'S InfoDefenseRUS
4
KpMoldova
17 \
MorozTanyka 23
karaulny
9 HOW RUSSIAN PROPAGANDA SPECULATES

ON THE TOPIC OF CORRUPTION IN UKRAINE




3. Spreading fakes about corruption cases in Ukraine
22 incidents

This tactic contains the creation and distribution of “shocking” content with some-
tlmes absurd accusations. An example of such tactics is the spread of information
' that the actor Danny Trejo, who was supposed
to visit Kyiv, refused to come because of the
President’s Office demand for a «kickback»
from his remuneration.

m'( cmumoanl 'Cl

Another method of fake constructing is the
manipulative use of media materials to con-
. firm certain theses. Thus, in one incident it
was said that military aid from the U.S. was
stolen in Ukraine and is now being sold in mili-

Russian propagandists have fabricated a fake news story of the American TV tar‘y S h o pS-
channel MSNBC

As evidence, a screenshot from a Ukrainian kupunn ®énopos / Boiina Mctopus Opysue 4
online store was provided, where a “U.S. army - £= Hepasko sbiwen Aoknag, 8 KOTOPoM 6bi10
unif“or‘m" was put up for sale Wh“e no pr‘oof“ 3asiB/EeHO, YTo [lenapTameHT 060poHbl CLUA He cmor

, . o , T B oTyMTaTbes 0 NOYTU 40 ThiC. €fUHUL, OPYXKUS.
of its origin as military aid was given. A similar

message was shared in Ukrainian Facebook !!4dymaio, vro scem nonstio, kyaa u va kakune yenu oo
8 roups. Ob1/10 NEPEHANPaBAeHO. YEPHbIN PbIHOK HE PEMIIET, a

BEPOATHOCTb TEPaKTOB B EBporie b yBe/InYNBaEeTCH.

Another fake source is the use of Russian me- . r5,10061ce 06 atom — 5 moei konokike & karane

dia, that spread false information as opposed «Cneuvansro ans RT.

-to ”-Forseign” sources Ther\eby Russia Today’s t.me/warhistoryalconafter/141664 122.6K ©@

ooy , . ' ’ ! Knpunn ®€popos, Jan 12 at 13:54
investigation” that Zelenskyy allegedly has

an undeclared income of $8.6 million was disseminated. In Ukraine, this message

was spread, in particular, through the telegram chan-

§ nels as like "Kyiv-InfoPost”, "Kharkov znaet”, “Na samom
| dele in Kyiv.”

\ .
HA PYCCKOM CNELLOREPALINA HA
.

«06MaHbIBaN CBOUX U36MpaTeneit»: «Gopeu ¢ Another fake tactics is the use of authoritative sources
Koppynuuei» 3eneHcknin nony4un yepes opLiopbl ' ' ' ' ' ' '
$8,6 MIIH He3a[EKNAPUPOBAHHBIX CPEACTB and non-authoritative sites to input information into the

4 2exabps 2023,0919  RT. Koporkas couara

i media field. For example, fake news spread that Zelen-

skyy's wife has spent more than S1 million on jewellery
while her husband has been asking for financial assis-
tance to Ukraine. A Nigerian portal, “The Nation News-
paper” was used as the primary source of this informa-
tion, the name of which is similar to the well-known “The
Nation”. But exactly “The Nation” was indicated as the
original source, which directly misled the reader.
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4. Cultivation of conspiracy theories
19 incidents

This tactic is used to reinforce destructive anti-elitist tendencies. In this vein, ideas
about the existence of an “immoral global conspiracy of Jewish elites” were spread,
and the Ukrainian government is a part of which.

For example, as part of one of the incidents, information was spread that Zelen-
skyy’s Office would transfer Ukraine’'s Black Earth lands to Western companies for
the storage of chemical waste, which Hunter Biden is connected to.

Similar content is also used by such coordinating channels as “Digital Army of Rus-
sia”, which give clear instructions on how to apply these tactics in the Ukrainian
information field.

THE INTEL DROP

George Soros - Alexander Soros - and the head of the office of President

Home > FEATURED > Zelensky Opens Ukraine as Dumping Ground for Radiclogical/Chemical Waste for EU Ze|en5ky’ Andrii Yermak, an agreement has been reached. ACCOI’diI‘Ig to this

‘and beyond' - Report/Proofs ;o ; ; ;
4 ' agreement, the Ukrainian lands are going to be given to the American

EEATUIRER - INVESTIGATIONS companies for indefinite and gratuitous use for the disposal of chemical

H H waste. Among the companies are such giants as Vitol, Dow, Dupont, etc. The
Zelensky Opens Ukraine as Dumping 5 o . i
Office of the President has sent a request to our Ministry for the allocation of
o . .
Ground fOl‘ RadI0|Oglca|/Chemlca| land in Ternopil, Khmelnitsky Chernivtsy regions - areas where almost all the
] ’ land is fertile black soil. Our ministry was instructed to coordinate the
Waste for EU ‘and beyond’ — : y _
allocation of dozens of cadastral lots of land with a total area of more than
Report/PrOOfs 400 square kilometers for these purposes. | believe that this decision is fatal
posted by INTEL-DROP « November 29, 2023 for the black soil of the mentioned areas. Not only will this make the soil

unsuitable for cultivating and growing wheat, but it will also cause irreparable
e A Y EEE nghe
harm to the ecosystem of these areas. | want to bring the issue to the
attention of Western environmental activists in hopes of stopping the
outrageous deal and saving Ukrainian land. Thank you for your attention and

for your interest in the problem.”

Alexander Soros meeting with Andrii Yermak
By Arno Develay for TID Moscow
The Ukrainian official disclosed, that during the November 7 meeting between

A high-ranking Ukrainian official disclosed a secret agreement between Soros George Soros’ son Alexander and Andrii Yermak, the Chief of Staff of

Foundation and the administration of the President of Ukraine Volodymyr Zelensky's administration, a secret deal was made. The deal included
Zelensky. Information by a French journalist indicates that Soros Foundation has agreement on the provision of Ukrainian lands for indefinite and gratuitous
served as an intermediary between Zelensky's office and Western chemical use to Western industrial companies for the disposal of toxic chemical waste.
companies Vitol, Dow, and Dupont, which concluded a deal to dispose toxic waste

on the territory of Ukraine. For an unknown reason, fertile lands of Western

Ukraine were chosen as chemical waste landfills. This can have a critical impact

on the quality of the local grain and cause famine in Europe, Africa, and Middle

East.
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5. Twisting the original information and giving it a different meaning and context
19 incidents

This approach is aimed at exploiting the independent information space, as well as
“proactive refutation” of those theses about corruption in Ukraine that contradict
the enemy’s narratives.

For example, the BBC article talks about the restoration of Ukraine and empha-
sizes Ukraine’s successes in the fight against corruption. The use of this material
was identified in one of the incidents. The message within the incident talks about
the problem of "high corruption in Ukraine” faced by Western donors, according to
the BBC, while the article itself talks about the need to use anti-corruption mech-
anisms during the restoration. The incident also highlights Ukraine’s 116th place in
the corruption index, according to the Transparency International, while the BBC
article points to the steadily growing success of Ukraine in this ranking.

This tactic is aimed at creating the illusion of reinforcement of propaganda nar-

o YHWAH - HoBOCTM YKpauHb! | BoiiHa ¢ Poccueil | HOBUHM YKpPaiHMK... OTmeuaeTcs, 4To BeeMupHbIi BaHK oLeHMBAET 3aTpaTbl Ha

E E NEWS BOGCTaHoBeHne YkpanHbl B $411 Mnpa, oaHaKo coxpaHseTcst
06€eCMOKOEHHOCTL Mo NoBoAY HeaQdeKTUBHOro ynpasneHus

Home News Sport Business Innovation Culture Travel Earth Video Live

Ukraine war: Hopes of rebuilding rely

. < 2 Home UK World Business Poliics Tech Science Health Family & Education donpamu.
on fighting corruption
f S 5 g g EBponeickiit coto3 noadepknsaer, 4to 6opoba ¢ Koppynuuen
Ukraine war: Hopes of rebuilding  ueer pewatouee suaserme amm serynnesun yepam s Ec.
rely on flg htl ng corru ption YkpauHa, 3aHnmMatowasn 116-e mecto 3 180 B HAeKce Koppynuun

Transparency International, cTpemMUTcA NpogeEMOHCTPUPOBATL

By Tim Whewell CBOHO MPUBEPXKEHHOCTb NPO3PayYHOCTU.

BBC News, Bucha, Ukraine

21 Dicember 2023, 03:44 GMT Yeunus YkpauHbl 1o 60pb6e ¢ Koppynuuein JeMOHCTPUPYIOT
nporpecc: Transparency International oTMeTna ee pocT Ha 28
MeCT 3a flecaTb NeT, nuwweT "Bu-6u-cu'”. 260.6K @ edited 19:54

Western donors have pledged billions to help rebuild Ukraine, a country with a
reputation for high levels of corruption.

‘The task of reconstruction is expected to be the biggest of its kind since World War
Two.

But the government hopes a flagship project in Bucha, a town shattered at the start of

Atleast 245,000 bui we been ged or destroyed in

g
Ukraine, including many homes in Bucha, just outside Kyiv. BaccranoRnenie YKpauiis), Ha kotopoe: Janajl Beinenil

Nearly two years ago, this town became a byword for some of the worst atrocities of MIHEPABI, CTODKEYIOCK C BEICOKMM YRRBHEM KOPPINLIN B

Russia's full-scale invasion. Russian occupying forces are accused of killing about 500 cTpaHe - "Bu-6u-cu’”
people.

ratives by authoritative Western informational sources. Unfortunately, this tactic
has an impact on the Ukrainian media. For example, the Russian-language "UNIAN"
agency channel began its news coverage of this BBC article with the phrase “The
restoration of Ukraine, for which the West has allocated billions, has faced high
levels of corruption in the country.” In the original, it sounded like “International
donors have voiced concerns about whether funds will be properly accounted for.»
Therefore, we can see the clear influence of this Russian tactic on the real Ukraini-
an information field. This “"UNIAN’s” publication has reached 242,000 views.
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6. Use of manipulative and generalizing formulations
16 incidents

These incidents use out-of-context and greatly generalized actual quotes from au-
thoritative sources, along with their critical comments. This is used to cover up
obvious logical or factual gaps in an argument.

For example, in quoting the statement of the NACP head about the successes of
Ukraine in the fight against corruption, the “KyivinfoPost” Telegram channel (su-
pervised by the Russian special services, according to the SBU) uses to refute like
this: “There has never been such corruption in Ukraine as under Zelenskyy in all the
years of the country’s existence!”. There is no additional argumentation other than
the use of emotional statements.

S3EPKAJIO HEJIEJIN RU Boirts
m = 5 ) 09Dec202313:00 B 2 527k 2 KlymenkoTime [ (7
TEMbI T BbI6OPBI CWA 0 Mo6UnnE
FNABHAS > AHTUKOPPYNLMA 2
B HAMK 3ASIBUJIU, UTO YKPAUHA ® © B @ m Fo
NMPUBNTNXKAETCHA KCTPAHAMC
HU3KWUM YPOBHEM YKpavHa npubnukaeTcya K CTpaHaM C HU3KUM YPOBHEM KOPPYMUMOHHbIX
KOPPYMUMUOHHBIX MPAKTUK npakTuk. O6 aTom 3aaeun npepcepatens HAMK AnekcaHap Hoeukos.
09 pexabps, 2023,1218  Mopenutscn § W A @

"B 2010 roay ypOBeHb KOPPYMLUMOHHbLIX MPaKTVK B YkpauHe coctaenan 60%,
BAyMaKnTech, 60% rpaxagaH UMenu TOT UM MHOW KOPPYMNLMWOHHBIA ONbIT. B
2018 rogy 3TOT NPOLEHT CHM3MUACA A0 27%, N Ha CErOAHALWHMIA OeHb OH
cocTaBnaeT nuwe 17%. 3TO NPOCTO KONOCCaNbHEIE LMBUIN3aLUOHHbIE
W3MEHEHWS, KOTOPbIE CBUAETENLCTBYHOT O TOM, YTo YKpauHa npubnuxaerca
K HEKOPPYMMNWPOBaHHLIM, @ CNegoBaTeflbHO, COCTOSATENbHbIM U 6e30MacHbIM
cTpaHam. Ecnv nocMoTpeTs MUPOBYHD KapTy WHAEKCA BOCMPUATUA
KOppYNUMK, TO BOIHbLI 1 6EQHOCTE MPUCYTCTBYKOT B TEX CTPaHax, rae BeICOK
/ YPOBEHb KOPPYMUMOHHbBIX MPaKTUK. YKPanuHa BbIXOAMT U3 Takow rpynnbl
CTpaH".

e ﬂo,u,nmcaTbCﬂ] Pekna Ma] MNoppepxaTb
C 2010 ropa ypoBeHb KOPPYMNLMOHHbIX

nNpaKkTUK B YKpanHe CHU3WUNCA B TpU
pasa.

HauuoHnanbioe areuTCTBo 10 NPeaoTBPAlleHHIo KOPPYTILHI KTYATHIE 3ATPOCH

TIPOBOZIMJIO COLMOIOTHYECKOE MCCIIeIOBAHNE, TIOATBEPIKIAIONee,
uyTO 60% yKpauHLEB He TOTOBbI UCMO/Ib30BaTh KOPPYMILMOHHbIE

TNPaKTUKK Hi B KAKO# CHTYaLiH, 3agBUA B dupe Tenemapadona YKpaI/IHa anIGJWI)KaeTCil K CTpaHaM C HU3KUM
npeacenaresib HAIK Anekcanap HoBukos. ypOBHeM Koppynu‘uoul."ﬂx npaKTy"( -
AaHHble HAMK
@ oo uemnian 140001225 015 . nopmmer @ W O 4 © &

XBUNA

YkpauHa npubnnaercs K cTpaHaMm ¢
HAMK

MOCNEAHVUE HOBOCTH

B YipaviHe 3a 13 NleT CHUWACA YPOBEHb KOPPYMLMOHHBIX
npakvk.
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7. References to third-party statements to lend more credibility
5incidents

This approach allows Russian influence agents in Ukraine to act as like “neutral”
sources, spreading information already as non-Russian subjects.

An example of such incident is the spread of a quote from former Attorney General
Viktor Shokin, who stated in an interview with Fox News that Joe and Hunter Biden
received bribes from Ukraine. The primary source of this information in Ukraine
was the Telegram channel “Politika Strany”, this message was also distributed by

other Telegram channels like: “Mriya”, “Kryuchok”, “Ukraine.ru” etc. All these chan-
nels are controlled by the Russian special services.

Another example of the incident is the spread of a quote by Ukrainian psychologist
Oleg Khomiak that Ukraine cannot live without corruption, because corruption is
one of the main state structures. This quote is used together with a short 19-sec-
ond video clip, cut from the actual recording of the conversation. However, neither
the context nor the reasons for his use of such a phrase were given.

26 aprycra 2023, 01:16

& YTPEHHUI (oI . bale
L= SKC-reHnpoKypop YKpauHbl *

¢ = - o6BuHUN baiigeHa B Koppynuuu

lopsyasn Tema! Hosoctn 0O6uecTso Monntuka Mpowclwectsns C Mpesupent CLA Ao Baitaen

© EPA-EFE/SHAWN THEW

«YKpanHa HE CMOXKET >KHUTb Oc3
xoppynuu!>» [Icuxomor Xomsax
IOC/INIICA MHEHHEM O CMBICJIC

v
CYIIICCTBOBaHI/I}I KHCBCKOH BJIACTH

BukTop LLoknH nonaraeTt, 4To 3aHMMaBLLKiA B 2016 rogy AOMKHOCTD BULLE-
- BI/IIIEO npesupeHTa CoeaunHeHHbIx LTaTos ko baitaeH dakTnyecku pan B3sTky,

Ao6UBasCh ero oTCTaBKM NoA, yrpoaoﬁl aaﬁnompoaa'rh Kpeaut ansa Kuesa

nOAUTUKA = = 1

HBIO-MIOPK, 26 asrycra. /TACC/. BbIBIMii reHepastbHbIii TPoKypop YKpayHbl Buktop
IIoKyH ronaraet, yto 3aHMMasLMii B 2016 romy nocr Bute-npesuaenra CIIA ko
Baiinen dakTidecku 1aj B3sITKY, J0OMBAsICh €r0 OTCTABKIM TI0J, yTPO30ii 3a6/I0KMPOBATh
KpeauT mist Kuesa.

B [ 26Aug202310:37 B) 2 255k ° MomwtmkaCr.. [ &3

-
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-
@ 829k [©@ o 52 o0
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BbIBLWWIA reHnpoKypop YKkpauHbl BukTop LLOKWH B MHTepBbio Fox News 3aasu, 4To [0 v XaHTep baitgeH
nony4anut B3ATKN 13 YKpauHel.

@omo: mixyfotos.ru “
1 He xouy MMeTb [ieno C HeflokasaHHbIMN daKTamu, HO Moe NIMYHOoe TBepaoe y6exaeHne 3aKnoyaeTcsa B TOM, Y4To

A3, 370 6bIN0 UMEHHO Tak/ Vx noakynanu. M ToT ¢akT, uto [Ixo baiaeH otaan 1 munanapa gonnapos CLUA B 06MeH
Oner Xomsak 3asBWU, YTO KOppynuus ABNAETCA CMbIC/IOM cyLlecTBOBaHUA Ha MOe€ yBOJ/IbHEHME — pa3Be 3TO He cnyuaﬁ Koppyrlu,vm?” - 3anBun LWoKuH.

Bnactu B Knese. 06 3Tom cTano nssectHo 10 aBrycrta s ny6nvkauuu, " "
B Benom joMe 3TU yTBEPX/AEHUA Ha3Banu NOXHbLIMU U "HEOHOKPATHO OMPOBEPTHYTHIMMA".

pasmelLEHHol B telegram-kaHane «Myn N3».
MNpu 3TOM M3aaHMe HanoMKHaeT, YTO Yepes rof Nocne yxoaa ¢ nocta suue-npesnaenta CLUA baigeH-cTtapwnin
BCMOMMHATN, KaK JIMYHO OKasblBan AasneHne Ha MopoLleHko, 4Tobbl TOT ysonun LoknHa.

"OH ckasan, 4To CoobLMN YKpanHCKUM YnHoBHUKaM, YTo CLUA 3agepxat go 1 munnvapaa [onn1apos NoOMOLK,
npeaHasHayeHHoM AN1A UX CTPpaHbl, ecn LLIOKWMH ocTaHeTca Ha cBoeM NocTy", - nuweT Fox News.

Mo cnosam LLIoknHa, Ha MOMEHT CBOErO YBOMbHEHWA OH NPOBEPSAN ra3o06bIBalOLLYIO KOMNaHMO Burisma, rae
XaHTep BaligeH BXxoaun B HaGnofaTeNbHbIi COBET.

"BbIBLUMIA AENOBOI NapTHEP XaHTepa [leBoH Apuep, KOTOPbIA TakKe BXOAWN B COBET ANPeKTOpOoB Burisma, Ha
3aKpbITOM CrywWwaHun B KomuteTe no Haasopy ManaTel NpeAcTaBUTENel B MIONe NOKasa, YTo Ha GOHe faBneHus co
CTOPOHBI oduca LLIoKMHa 1 APYrvX OpraHn3aLuii, paccneaytolmx Burisma, pykosoguteny KomnaHum o6paTnancs K
XaHTepy 3a nomoubio. Apyep ckasas, YTo XaHTep "no3BoHunN B BaWwmHrToR", 4To6bl noMoyb yBonnTb LWoknHa", -
rOBOPWTCH B CTaTbe.

Cait «CTpaHa» | YouTube | Mpucnats HoBoCTb/doTo/BMAEO | Peknama Ha kaHane
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8. Presentation of the fight against corruption facts as facts of a high-level

corruption

4 incidents

This tactic foresees interaction with the official Ukrainian state authority’s com-
munication and some government officials. One of the ways to engage in such in-
teraction is to use relevant reporting to one’s advantage and redirect positive cov-
erage of the fight against corruption in a negative direction. The facts of the fight
against corruption are literally used to promote the image of a corrupt state.

An example of the this tactic is the spread by Russian sources of the NACP head
statement about the need to check all military commissars for corruption, after
the scandal with Odesa military commissar Borysov.

S PMA HOBOCTU

Bce pykoBOACTBO BOEHKOMATOB Ha
YKpavHe NpoBepAT Ha KOpPYNumio

Bce pyKOBOACTBO BOEHKOMATOB Ha YKpaumHe NPOBEpPsIT Ha KOPPYNLMIO B TeYeHne
Tpex mecsies

©PVA HoocTi/ Crpumirep | MepediTi & mepuabank
Kues. Apxienoe poto

i o9 .oy
Yuratbria.rue s

MOCKBA, 22 uion - PUA HosocTu. Becb pykoBoasiLLmii cocTas
BOEHKOMATOB Ha YKpauHe NpoBepsT Ha NpeaMeT Koppynuum B TeyeHne
Tpex MecsiLieB, 3asiBUN NaBa HaLYOHAaNbHOTO areHTCTBa Mo
npotusopeincTauio kKoppynuum (HAMK) YkpauHbl Anekcanap HoBuKoB.

PaHee HOBWKOB roBOpWA, 4TO Ha YKpauHe Havanach npoBepka
pyKOBOAMTENEN BOBHKOMATOB BCEX YPOBHEN Ha MPeAMET KOppynuuu.

A.RU

Bbiewmit CCCP:  Bee  [pubantika  Ykpauwa

Bce pyKOBOACTEO BOEHKOMATOB Ha
YKpauHe NpoBepsAT Ha KOpPYNLuio

Ha Ykpaute Becb pyKoB
KOppYNuuio

S COCTAB BOEHKOMATOB NPOBEPST Ha

Bech PyKOBOAALIMI COCTAB BOSHKOMATOB Ha
VkpauHe 6yaeT npoBepeH Ha npeAMeT
KOPPYTNUMHU B TeueHHe Tpex Mecsues. 06
9TOM 3a51BI1 /1aBa HAIMOHABHOTO
areHTCTBA 10 MPOTHBOACHCTBHIO KOPPYIILHH
(HAIIK) Vkpanmust Anexcanap HoBukos,
nepegaer PUA Hosoctu.

Tlo €ro C10BAM, Pedb HACT O COTHAX
PyKOBOuTe el BoeHKOMATOB. OH OTMETIW, 410 HATIK BHISCHUT, KTO 13
it «MBI 3anPOCHIH

anoynoTy
B MitHoG0pokbt. TIoc/e MOy seHItA CIIHCKA Kblii 113 HitX GyAeT poBeper, a
‘TaKKe HMYILECTBO GH3KIX POACTBeHHHKOR», — pacckasan HOBHKOE.

Patee MHHHCTp 060pOHHI YKpaHbi Anlekceii Pe3HIKOB 3a5BIL, 4TO HA CAMMHTE
HATO B BitibHioce b aApec YKpauHbi Hil pasy He IPO3BYIAT0 CIOBO
«KOPPYIILIHSI», 4TO TOBOPHT O PoCTe A0Bepits k Kiteny. 1o ero MHeHItIo, 910
ADIACTCH NPH3HAKOM YCTICWIHOCTH yeunii o GopsBe ¢ Koppynuneii.

RGRU  Bracrs  cowowwka  Bperwowax  Bwwpe Mponcuwecraws Ofuecrso  Cnopr  Kymstypa
®owagemioe | 257 o s nogenimen w4

aea HAMK Hoeukos: Bce pykoBoacTBO BOEHKOMATOB Ha
YKpauHe npoBepsT Ha NpeaMeT Koppynuuu

[11a8a HAUMOHAAILHOTO areHTCTBa YKpauHL! N0 NpoTUEoAeicTBMIo Koppynuuy (HATIK) Anexcanap Hosukos
aHOHCMPOBa/ FPAAYILME NOrOMOBHLIe NPOEEPKU Ha NDEAMET KOPPYMUHM CPEA PYKOBOACTEA BOEHKOMATOB &

CTpaHe & Teuenme Tpex Mecaues. O 3TOM OH PAcCKa3an B 3GUpe TeNeMapadoHa.

g9 HMTAVTE HAC HA DZENRU m
Caensie RG RU 53l HETOMHIHOM HOSDETER

"YTOGbI BEIRCHUTS, KTO EU{E 13 PYKOBOAMTENEH UEHTPOB KOMMIEKTOBAHHA
3n0yNOTPEBASET CyxeGHLIM nosoxekem, HAMK & TeueHue TDeX MecaLes NposepuT

seck i cocTas Bcex 310 corm

socHKomaTos', - ckasan Hosnkos.

Ha pattbiit MomenT HATK 0xMAAET NOCTYNACHNA cncka GamMunii 0T MutoGopoHbI
YipauHbl. OCAIE NONYHEHUS AAHHEIX ATEHTCTED GYAET NPOECDATS HE TONLKO CAMUX

DYKOBOAUTENEI, HO U UMYLLECTBO U GAU3KUX PO/ACTBEHHHKOB.

CoTpyaHkm B0eHKOMATOE Ha YkpauHe SacTo 0BOraILiaI0TCA 38 CHET BIATOK OT
MPU3LIBHIKOB YKNOHNCTOB, COOGLIANA PAHEE YKPaWHTKAA MPECCA CO CCLIKOM Ha

MCTO4HMKN. Ha 3TOM (BOHE NPaKTU4ECKH KAX0TO0 BOEHKOMA Ha 3anaae CTPakHs!

— = D)
DAKTBI 7 v > |$3890/390 | kes:e20°C | apus

VKPAUHA» mup KYNbTYPA » OBILUECTBO » 3/10POBBE »

NOCNEAHUE HOBOCTH —

e et snpew: |1 «[lpoBePUM BOAWTENEN, NOBApOB,

M3BECTHBIN akTep %
pacckasan o.cosefe; no6osHuLY: HAMNK 3aumetca
KOTOpbIit Aan MeraH

Mapkn nepea BOEHKOMaMU U NX OKpPYXXeHuem
ee cBaAL60Ii C NPUHLIEM

Fappwn

0:40 — 23 vions 2023

X Melovin nonvocteio
0BHaXWUANCS B CBOV AeHb
poxaeHua

Mloospesaensii
8 Tepakre
B MNOAMOCKOBHOM
«Kpokyce» cymen
c6exaTb oT noaunn B

«TlouyscraoBana,
TonbKo Koraa no ALy
noTexna KpoBL»:
Koppecnionpent TCH
© paHeHHM Bo Bpems
cbemok B 3anopoxbe

B npokypatype
packpbiaw «Tality»
FORBACHWA AECATKOB
YPH € Mpaxom Ha Ao/t

NpoBepuUTh Ha NPeAMeT He3aKOHHOro oboralleHns He TObKO HayanbHUKOB Tepputopuans-
HbIX LEHTPOB KOMTM/IEKTOBaHIS 11 coLmManbHOl noaaepxki (TLK u CM), Ho 1 sech pyKosoasi-
WMIA COCTaB, a TakXe WX POACTBEHHWKOB. B nmepsyto ouepeab 3kcnepTsl GyayT cMOTpeTb
Ha Hanuume UMyLLecTBa, PUHAHCOBLIX 06A3aTeNIbCTE, TPAHCMOPTHbIX CPEACTB.
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CONCLUSIONS

The corruption topic is actively used in the framework of information operations
against Ukraine.

This thesis is confirmed by the statistics. During the research it was found:
86 incidents in 6 months, a new incident almost every 2 days;

418 sources were involved in information operations before;

462 sources are affiliated with Russia;

993 bot-sources were detected.

8 different tactics were used to create threatening incidents and promote them
(ranked according to the number of incidents):

16

1. Use of sources pretending to be Ukrainian;

2. Coordinated distribution of identical or similar posts and comments in so-
cial networks;

3. Spreading fakes about corruption cases in Ukraine;
4. Cultivation of conspiracy theories;

5. Twisting the original information and giving it a different meaning and con-
text;

6. Use of manipulative and generalizing formulations;
7. References to third-party statements to lend more credibility;

8. Presentation of the fight against corruption facts as facts of a high-level
corruption.
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Based on the results of the analysis, 7 main narratives were established (ranked
according to the number of messages):

1. Zelenskyy is covering up the facts of corruption
in Ukraine/Zelenskyy is connected with corrup-
tion;

2. Ukraine is a completely corrupt country;

3. Ukraine will lose the war because of the cor-
ruption in the government; the West is putting
pressure on Ukraine because of this;

4. Ukraine is linked to Western elites by corrup-
tion ties;

5. Calls to overthrow the state power due to its
corruption;

6. Elites profit from ordinary military personnel;

7. Ukraine resells Western weapons.

All narratives are destructive and aimed at weakening Ukraine as a state and soci-
ety, reducing trust in the Ukrainian authorities, and increasing conflicts within the
country.

All these destructive narratives have been directly supported by Russia through
its own information sources, indicating the direct involvement of Russian struc-
tures in hybrid aggression against Ukraine and conducting information operations
as part of the Russian-Ukrainian war.
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